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What is Capture The Flag?

Capture the Flag, or simply CTF, is a next generation learning platform where people can obtain hands-

on experience on compelling architectural use cases, by solving real lab challenges in

a gamified environment.

During a CTF game, the player is given a series of treasure-hunt like tasks (aka flags), that are done in a real
lab environment with the goal of obtaining an understanding of various Cisco's technologies and toolsets.
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An advanced security game that will allow you to gain hands-on experience with hacking networks
and systems, as well as investigating breaches using Cisco Incident Response toolset
#CiscoCTF
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Enter the challenge (Firefox or Safari browser recommended)

dlal Capture the Flag - Seguridad % Login ¢ Registration @ FAQs

cisco

& Welcome to CTF

Hi Player!
Joining a CIF Event requires an account. Please login to the CTF Portal if you already have a CiscoCTF account. If you

are playin¢ a CiscoCTF for the first time, then please sign up for an account.
ILELLEL

Select Registration or Sign Up
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# Registration

Welcome to the CTF Game

‘ B ‘ Your First and Last Name ‘ ‘ = ‘ Your Ema
A verification email would be sent to this address
| a ‘ e e here ‘ | @ ‘Peru +
‘ a@ ‘ Sset your Password ‘ ‘ ﬂ, ‘ Confirm your Password
L]
mn

[0 By clicking Register Account button, I confirm that I have read and agree to the Terms of Use. Cisco
will not sell or share your information with any third parties.

&+ Register Account
Already have an accoun Forgot your password?

Fill in your details and select Register Account. You will receive a verification email, or check your Spam folder.
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@& Authentication Required

+ Login -

Once verified, log in with the e-mail account and password created.




Welcome to Skip Tour

Capture the Flag! P>

Let us take a quick tourl

You will have the option to take a short tour of the platform if you wish.
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& gabiinpink «

Select Join this event.

& Join a CTF Event

Hi gabiinpink!

Here are the details of this Event:

& Academy Day Colombia (GIHLCH)

From 2022-Sep-26 09:00 aPu
To  2022-0ct-03 08:15 aPa

@ Event Scheduled

Would you like to join this Event?

+ Join this Event!

Click here to Go Back




AL Capture the Flag - Seguridad

& Choose ancther CTF Event |

# CTF Event Home

[l Scores =

Welcome gabiinpink

& EVENT: Academy Day Colombia

This Event ends at 03-Oct-2022 08:15 aPi
Days Minutes  Seconds
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more to go

Missions Attempted & Flags Captured

0 0

(GJHLCH)

Hints Taken

Score

& gabiinpink

® Information Corner

¥ Game Information

@ Get Support

@ Take a Tour

o How to Play CTF!
™ Email Learnings

(# About Write-ups
© FAQs

.l My Missions

® Overall Feedback

Section: Developer Foundations
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@ Your Final Words

REQUEST (HTTP)

RESPONSE (HTTP)
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= Notifications

0 Event Joined 2022-Sep-26 09:01:30 aPd
Player 'gabiinpink’ has joined the Event "Academy Day
Chile'.

#8 Introduction to REST API

B A Brief Introduction to Git

& Intro to Python

A Event Active Now 2022-Sep-26 09:00:00 aPu
Event ‘Academy Day Chile” is now Active. Go for it and
Capture all the Flags!

Section: Cisco Platforms, API, and Development

Event is Scheduled 2022-Sep-26 08:18:00 dPu
Event ‘Academy Day Chile” is not Started yet. You will be
able Capture the Flags when the CTF Event becomes active.

Ready to start!
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View All Notifications »




Missions and Flags




Missions and Flags

- The game is composed of two levels

« Each level has a series of missions of different themes.

- Each mission has several flags to complete depending on the tasks that need
to be accomplished to complete the mission.



Missions in each level

- Blue Team Powered by Cisco Secure

« Secure Firewall Basics
« Secure Firewall Intermediate



Secure Firewall Basics

Mario is having trouble with some threats
who are trying to invade the castle and
kidnap the princess. We are here to help you
identify who they are and where in the castle
they are located. Once we can identify those
threats, we can tell our firewall what they
look like and we can stop them from
advancing. Are you ready?




Tips




Suggestions

- The missions are in English, as well as the platform

- Some missions have concatenated flags (one depends on the previous one to
continue).

- The missions are independent of each other. Start with the tracks that are easiest for
you.

- Hints take away from your total score. Do not use them lightly, only if necessary.
- If you have any questions or problems, do not hesitate to ask.

« Have fun!



https://t.ly/t70R
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