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Who is talking?




Agenda

- REST API + Python/Programmability Grundlagen

- 3 Moglichkeiten der Netzwerkadministration
« NETCONF & RESTCONF Grundlagen

« Model-Driven Telemetrie



Wozu Programmierung &
APls fur Netzwerk-Admins?



How do they talk to each other?

Calculator



What is an API?

Network

Your computer .
infrastructure

Request

do (“repetitious work...”)
Done.

Response OK!

/ Request actions to be performed
Get information

Store information

© 2021 Cisco and/or its affiliates. All rights reserved.



REST Web service
What is REST?

—REpresentational State Transfer
(REST)

—API framework built on HTTP

What is a REST Web Service?

—REST is an architecture style for
designing networked applications.

—Popular due to performance, scale,
S|mpI|C|ty, and rellablllty
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What is Networking-Programmability

Coding is the process of writing down instructions, in a language a
computer can understand, to complete a specific task.

for switch in my_network:
for interface in switch:

if interface.is_down() and interface.last_change() > thirty_days:
interface.shutdown()

interface.set_description( )




of Network Automation

(REST} </>
@ python’
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How is it done currently with CLI/SNMP?

CLI

- High rate of human errors during

configuration changes

- Lack of structured error management

1« Lack of transaction management and

rollback

 no discovery process for MIBs

- Higher time-effort for repetitive tasks



3 Operational Approaches

Controller-based Configuration Management Device-Level APIs
(e.g. Cisco DNA Center) Tool (e.g. Ansible) (NETCONF/RESTCONF)
REST API
!
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Switch Router Wireless Switch Switch Router Wireless Switch
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Controller: Cisco DNAC

‘ DNA Center 1.2.6 Public Internet
| https://sandboxdnac.ci.. & g | N/A
| DNA-Center Cloud
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Device Level API: NETCONF/RESTCONF

NETCONF/
RESTCONF

Cisco Catalyst Client/
Switch Application



Device Level API: NETCONF/RESTCONF

NETCONF/

, RESTCONF
Cisco Catalyst

Switches
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Cisco Hardware &
Software



Software: Cisco |OS XE
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Basic Concept

—~ YANG
- Data Model

Cisco Catalyst
Switch
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NETCONF/
RESTCONF

Client/
Application
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CLI Configuration

© 2021 Cisco an

SSH ' . '

SSH into the switch: ssh cisco@192.168.0.10 + password

configure terminal
interface GigabitEthernet 1/10
shutdown

d/or its affiliates. All rights reserved.
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|10OS Configuration & YANG: Disable Interface

Device Configuration in XML, based on YANG model

Device Configuration via CLI

Device Configuration in JSON, based on YANG model

© 2021 Cisco and/or its affiliates. All rights reserved.



YANG DataModel

- You do not need to write any YANG model, you just need to know how to
read them!

- Where do they come from?
- Vendor: Cisco |0S XE native model

- Collaborative Working Group: OpenConfig models
- IETF standards: IETF models

© 2021 Cisco and/or its affiliates. All rights reserved.
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Understanding YANG

+--rw if:interfaces

container ipvé +-—-rw if:interface [name]
presence e
"Enables IPv4 unless the 'enabled' leat +--rw ipv4?
(which defaults to 'true') is set to 'false'"; +--rw enabled? boolean
description +--rw ip-forwarding? boolean
"Parameters for the IPv4 address f | +--rw address [ip]
| | +--rw ip inet:ipv4-address
leaf enabled { | | +--rw (subnet)?
type boolean; | | +--: (prefix-length)
default true; | | | +--rw ip:prefix-length? uint8
} | | +--: (netmask)
| | +--rw ip:netmask? inet:ipv4d-address
leaf ip-forwarding { | +--rw neighbor [ip]
type boolean; | +--rw ip inet:ipv4-address
default false; | +--rw phys-address? vang:phys-address
+-—-rw ipv6?
} +--rw enabled? boolean
+--rw ip-forwarding? boolean
list address { +--rw address [ip]
key "ip"; | +--rw ip inet:ipv6-address
description | +--rw prefix-length? uint8
"The list of configured IPv4 addresses on the +--rw neighbor [ip]
interface."; | +--rw ip inet:ipv6-address
| +--rw phys-address? yvang:phys—-address
leaf ip { +--rw dup-addr-detect-transmits? uint32
type inet:ipv4-address-no-zone; +--rw autoconf
+--rw create-global-addresses? boolean
} +--rw create-temporary-addresses? boolean
+--rw temporary-valid-lifetime? uint3?2

httDS//glthUbCom/YangMOde|S/yang +--rw temporary-preferred-lifetime? uint32



https://github.com/YangModels/yang

RPC-Message

NETCONF Operation

NETCONF

Protocol | NETCONF Content

YANG-Data

“Catalyst' 9000 Switch (server) Application (client) :




NETCONF Example Configuration Sequence

7

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:1.1” message-id="5">
<edit-config xmlns:nc="urn:ietf:params:xml:ns:netconf:base:1.0">

<target>

<candidate/>
</target>
<error-option>rollback-on-error</error-option>
<config>

<interface xmlns="urn:ietf:params:xml:ns:yang:ietf-interfaces">

<name>ethl</name>
<ipv4-address>192.168.5.10</ipv4-address>
<macaddr>aa:bb:cc:dd:ee: ff</macaddr>
</interface>
</config>
</edit-config>
</rpc>

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:l.
<validate>
<source>
<candidate/>
</source>
</validate>
</rpc>

<rpc xmlns="urn:ietf:params:xml:ns:netconf:base:l.
<commit>
<confirmed/>
</commit>
</rpc>

N\

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.1"
message-id="5">
<ok/>
</rpc-reply>

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.1"
message-id="6">

<ok/>
</rpc-reply>

Config is applied
by can still be
rolled-back!

<rpc-reply xmlns="urn:ietf:params:xml:ns:netconf:base:1.1"
message-id=*“7">
<ok/>
</rpc-reply>




RESTCONF

YANG-Data in JSON or XML RESTCONF-Body

HTTPS

Catalsyt 9000 Switch (server) Application (client)

R ESTCO NF
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What to choose?

2006 by IETF 2017 by IETF
all basic
NETCONF capabilities | NETCONF capabilities
XML only XML or JSON
SSH HTTPS

<get> <get-config>
<edit-config> <copy-
config> <delete-
config> <lock>
<unlock> <close-
session> <kill-session>
+ others

GET, POST, PUT, PATCH,
and DELETE

YANG YANG
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Model-Driven Telemetry

ST o/ o—



Telemetry History

CLI Polling Telemetry
|
| | |

Show SNMP syslog SNMP  NETFLOW Model Driven Telemetry
commands MIBS Traps e e 2 e

— gRPC Dial-Out
— gNMI Dial-In

Not (really) model based

SKMP PO Everything defined in YANG
SNMP Traps Model Driven Cons|stent Encodmg

Telemetry

No retransmits TCP and HTTP2 transport -
. Reliable Transport

automate responses
to events

High cost to CPU Flexible encoding options

Low securitv



Model Driven

Model Driven Telemetry

N2V

Dial In:  Collector establishes a connection to the device then subscribes to telemetry
Dial Out: Telemetry is pushed from the device to the collector based off configuration

Publication / Subscription

NN\ /7

YANG Data Models

Configuration and Operation

Device Features

XML, JSON or kvGPB encoding

Consistent YANG data models

Intent-based between interfaces

Network Infrastructure

P P o
@ o

Flexible event and time-based
publication options

29

SNMP

Interface
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|OS XE Model Driven Telemetry

Cisco 10S XE
17.1
gNMI Dial-In
Receiver Telegraf
Decodes to text &
Storage ¥ l
Time Series Database InﬂUXDB

Monitoring I
and Visualizations



https://hub.docker.com/r/jeremycohoe/tig_mdt
https://github.com/jeremycohoe/cisco-ios-xe-mdt
https://www.cisco.com/c/en/us/td/docs/ios-xml/ios/prog/configuration/171/b_171_programmability_cg.html

Telemetry & Monitoring

Collector

l Subscription

Periodic or on-change IR1101 + Grafana Dashboard

)

%collee’rd W

t'gollector Splunk>

& clastic + ﬁ M i kibana

YANG Data Model

05 Featureset
. N/.
m Open Naive
Powersupply Status
iormal
Configuration Operational TemperatureStatus

Device Features
@ QO © e @ ©
{o}

Telemetry Engine

Programmable

Interfaces

Model-Driven-Telemetry |
* push-based 2
* provides additional options e

Last Change
01:15:04

GlgabitEthernet0/0/0

Spesd
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* Change will not happen in one day, but
you can start today

* Get into and use the
power of

O Utl OO k * Think out of the box and tackle your

Challenges

 Cisco DevNet is helping you to get started

This is just the Beginning...




Introducing Cisco’s expanded certification suite

Associate Level Specialist Level Professional Level Expert Level

Engineering @) &ECIALISﬂ &:ﬂ% CC I/E}
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Software DEVNET DEVNET DEVNET
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