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'HE WORLD RUNS SMARTER WITH LINUX
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99% of the world's ]'4 Bi"iOn active 80% of all stock

top supercomputers users of Linux-based exchanges rely
run Linux Android devices on Linux




Why Learn Linux?

Linux is a core - Network Engineering

skill for many - Cyber Security

IT careers s- Developing/Programming “do

i ing: *- Data Analysis tail

including: o
top
touch

umount
unzip

Linux can help prepare learners for v Linux Commands for

vim

Cisco’s CyberOps Associate cyber zp CCNA Cyber Ops

secu rlty course. NDG Linux courses - the Smart way to prepare for CCNA Cyber Ops

www.netacad.com

NDG Linux courses cover Linux
commands that a learner needs to
understand to complete the Cisco
CyberOps Associate labs.




Making It Easy to Teach
Linux
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Why Use NDG Linux Courses?

Couree: NOG Linve Emeroals % [ Moo Unus Essontials - Chagse x4

Access from your browser

& content.netdevgroup.com/contents Ix-essentiale ‘

<«— echnical Support

Content teaches concepts,

5.3 Commands €

What & & command? The  anwer I thal & commursd s & software progom that, when axeculed

on the CL), performs an ac tha computer
To gxacute & command, tha first s2ap is 10 type thae name of the cammand. Cick in the tarming on the

ngnt. Type arvd hit Enter. The result should resemble the example below

Note: By fssf (he sommand lists fles and directones contansd in the Gument warking directory

At this part, you shouidn't worery too mach about the output of the command, ratend, focus on

Undersiandng how Lo Tormat and sxecute Correnancs

The cammand wilf be coverad in compiefe dafad later o1 the courss.

Soma commands requim acdrional

Many commanas can be used by themseivas with no further input

un carrectly. Ths additional nput comes In two forms: godions and arguments

The typical format for a command is as follows.

used to pravide

Options ame used o maaify the core behavior of a command ‘while arguments a

et s nocralty separated

a fler me]. Esch option and ang,

tiormabon {such

a

by & space, aithough cptions can often Be combing

Keep in mind that Linux is case-sanstve, Commands, options, arguments, variabies, and fie names

must be antired sxActy 00 aNOwn

« Previous Nexa»

= Togge anseRen Keybosrd

includes examples, key terms,
and exam objectives reference

—= Practice commands in the

virtual machine

.|I|NDG




Access NDG Linux Courses in Cisco NetAcad™
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Access NDG Linux Courses in Cisco NetAcad™
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Instructor Materials - PowerPoints

* PowerPoint chapter slide decks available for download by instructors in the
Help & Resources.

Module 01 Linux is Everywhere!

Introduction to Li nU) e Linux is everywhere, Linux jobs are everywhere,

and, Linux skills are in demand in just about ever|
planet.

Linux is Open Source

))- @b B
d @l =t e Historically, most software has been issued under a closed-source license,
O s LINUX IS e This means that you get the right to use the executable program or machine code,

OO EVERYWHER but cannot see the source code.

e The development of Linux closely parallels the rise of open source software.

=
A

& g n e The open source philosophy is that you have a right to obtain the software source
o code and to modify it for your own use.
=
W0 § Wetwert Dssiaprant Oragp re m
e
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What Do You Learn in NDG Linux?

_— \/ M~
1" inux Vo
W e
R, MA N
« Basic command

syntax

« Navigating the
filesystem

» File permissions

« Administrative
access

» Filtering ftext

« Basic system utilities

N/
N VAV

ssarifald
,Af;aem:
FOSS and licenses

Open-source applications

Basic hardware, processes,
programs and the components
of the Linux operating system

Work on the command line and
with files

Create and restore compressed
backups and archives

System security, users/groups
and file permissions for public
and private directories

Create and run simple scripfts

e WAV
Ry JnuroHdsy

%mm i

f"«l

) N A
« System Architecture

* Linux Installation and
Package
Management

« GNU and Unix
commands

Devices, Linux
Filesystems,
Filesystem Hierarchy
Standard

— \/

Y/ SeAAN

» Shells, Scripting and
Data Management

 Interfaces and
Desktops

« Administrative Tasks

* Essentials System
Services

« Neftwork
Fundamentals

« Security



NDG Linux Series

Course Title Cost to Instructors Cost to Students

NDG Linux Unhatched ® FREE FREE
R )
NDG Linux Essentials 6 FREE FREE
. n”t
NDG Linux | w FREE $29.95
NDG Linux I 2}) FREE $29.95
Copyright © 2021 Network Development Group, Inc. "IINDG




Certification

* NDG Linux courses align to Linux Professional Institute
Certifications

Linux
Professional
Institute

Linux Linux
Professional Professional
Institute Institute

LUNUX | | L PIC-1

ESSENTIALS

J4INDG
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Certitication

NDG Linux Essentials - Chapter 5 - Command Line Skills

Content Objectives Key Terms Ubuntu PC -

Chapter 5 - Command Line Sk|||s Welcome to Ubuntu 18.84.5 LTS (GNU/Linux 4.15.0-141-generic x86_64)

This chapter will cover the following exam objectives: * Documentation: https://help.ubuntu.com
* Management: https://landscape.canonical, com
* Support: https://ubuntu.com/advantage

2.1: Command Line Basics

Weight: 3
The programs included with the Ubuntu system are free software;
the exact distribution terms for each program are described in the
Key Knowledge Areas: individual files in /usr/share/doc/*/copyright.

Basics of using the Linux command line,

« Basic shell
Ubuntu comes with ABSOLUTELY NO WARRANTY, to the extent permitted by

applicable law.

Section 5.2

» Command line syntax
Saction 5.3

» Variables
Section 5.4

« Quoting [

This lab has two user accounts (username :: password )

Saection 5.6

Press the key to begin...

sysadmin@localhost:~$

all NDG
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Certification

Course Outline

Title of Learning Module / Chapter I Exam 010-160 Objectives
Before You Get Started Course Introduction
Chapter 1: Introduction to Linux 1.1 Linux Evolution and Popular Operating Systems
Chapter 2: Operating Systems 4.1 Choosing an Operating System
: . 1.2 Major Open Source Applications
SUAPISSF Y SORRIT I ST 1.4 ICT Skills and Working in Linux
Chapter 4: Open Source Software and Licensing 1.3 Open Source Software and Licensing
Chapter 5: Command Line Skills 2.1 Command Line Basics
Chapter 6: Getting Help 2.2 Using the Command Line to Get Help
Chapter 7: Navigating the Filesystem 2.3 Using Directories and Listing Files
Chapter 8: Managing Files and Directories 2.4 Creating, Moving, and Deleting Files
Chapter 9: Archiving and Compression 3.1 Archiving Files on the Command Line
Chapter 10: Working With Text 3.2 Searching and Extracting Data from Files
Chapter 11: Basic Scripting 3.3 Turning Commands into a Script
Chapter 12: Understanding Computer Hardware 4.2 Understanding Computer Hardware
Chapter 13: Where Data is Stored 4.3 Where Data is Stored
Chapter 14: Network Configuration 4.4 Your Computer on the Network
Chapter 15: System and User Security 5.1 Basic Security and |dentifying User Types
Chapter 16: Creating Users and Groups 5.2 Creating Users and Groups
Chapter 17: Ownership and Permissions 5.3 Managing File Permissions and Ownership
Chapter 18: Special Directories and Files 5.4 Special Directories and Files
Copyright © 2021 Network Development Group, Inc. "IINDG
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LPl Exa

Linux
Professional
Institute

Dashboard
Profile
¥ Certifications
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Linux
Professional
Institute
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expirat
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m Discount for NDG Linux Learners

ol -

[NA-ESS] Essentials Exam Voucher (North America Region)$120

North America Region

Coupon APPLY
Subtotal $120
Tax S0
Total USD $120

CHECKOUT
GO TO CART
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NDG Linux Unhatched
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NDG Linux Unhatched

NDG Linux Unhatched - NDG Linux Unhatched

Djoctives

Welcome to

Linux Unhatched!

Welcome!

Heolo, and weicoma to the NDG Linux Unhatchad Moaule! Ve are very &

ta ofar you this shor

réroduction (o the word of Lrux. Bef u get started, we would lie

the opportunity to

axpian the interr and scope of this moduls

Do not ba concerned @ you have little or no Lrwux expenencs, This module is designed &s an

Mroduction for Legrning laarmers without previous Linux trening, If you Srd this matedel useful, yo

MAY CONSIder COMINUINGg with our ND( wx Essantals or NDG Insoduction 10 Lrux Sourses
addibonal inawfedge, Additional information regardng these courses can ba found at the end of ths

nodule

Az you may abeady be aware, the Linux kemel has foond its way o an neredible number of divoarse

280 raw e found in everything Yrom aute

10 the 1Rs%661 SUPErce

Things {loT) devices X spment, smartphone marny . you may not think

ofas & 10 the server this

Wo hope that you Ting tha NDG Unix Unhatched Modula helpful. Congrasilations on taking your first

= Toggis onscresn Keyboard

< Sham ~

© Halp ~

< NN X X

AN

AN

No Experience Required
Free

8-hour Module

Virtual Machine to Practice
Commands

Final Exam

On-screen keyboard for
Accessibility

Available in b languages

Prepares beginners for NDG
Linux Essentials

+4INDG



Linux Unhatched Instructor Materials - PowerPoints

* PowerPoint chapter slide decks available for download by instructors in the
Help & Resources.

/media

/DO0 Jrmn

Why Learn Linux?

e Linuxis everywhere!

Basic Linux Command Syntax

Linux is used by web servers, personal computers, mobile|

e Linux is operating system software that is found in m e Whatis a command?

cloud teChno")gy' virtualization, Cybersecumy' networ o Acommand s a software program that can be executed on the command line and

performs an action on the computer
e Learning Linux results in acquiring in-demand technica

orocess; protect;and wransmit date e To execute a command, type the command at the prompt:

{In the example above, the command 15 was typed at the prompt sysadminflocalnoat:~5)

e Most commands follow a simple pattern of syntax:

g

command [opticna_] larguments.]

I (R




Dema Linux Unhatched!

- Link to German

www.netdevgroup.com/try/unhatched course in the Chat
German version: https://www.netacad.com/portal/web/self-enroll/m/course-192416

TRY LINUX UNHATCHED

First Name

Last Name

| agree to the terms of use and acknowledge

the privacy policy.



http://www.netdevgroup.com/try/unhatched
https://www.netacad.com/portal/web/self-enroll/m/course-192416

Special thanks to the Linux Tobias Heine

Unhatched German translation . -
- Michael Kruger

Andreas Grupp

Carsten Johnson




NDG Linux Essentials
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NDG Linux Essentials

Chapters

|8 Chapters
ﬁ Introduction s M I_EbS
- toli
_ TSI U Tt 7 Chapter Exams

Midterm Exam

1.1 Linux is Everywhe| 5.2.1 Step 1

Exams Final Exam

NDG Linux Essentials

Final Comprehensive Exam

AN N N N N RN

_ On-screen keyboard for
— Accessibility

v" Migns to LPI v1.B Linux
Essentials Exam 010 Objectives

v' Free

Chapter {5 Exam

Cummtiony 2

. : e .|||NDG




Linux Essentials Instructor Materials - PowerPaints

* PowerPoint slide decks available for download by instructors in the Help &
Resources.

Module 01 Linux is Everywhere!
Introduction to Linux

o Linux is everywhere, Linux jobs are everywhere, there is a shortage of Linux talent,
and, Linux skills are in demand in just about every industry and job c
planet.

- @ 8 Linux is Open Source
o
d é/’ (<} . -
a [~} e Historically, most software has been issued under a closed-source license.
000 LA Th ha the righ hy bl hine cod
ama 3 is means that you get the right to use the executable program or machine code,
EVERYWHERE e but cannot see the source code.
L] -
b e The development of Linux closely parallels the rise of open source software.
Aos Bge
v ade e The open source philosophy is that you have a right to abtain the software source
P T—— code and to modify it for your own use.




Certification

Take the NDG Linux Essentials
course Get Letter of Completion

O - 5 — ==

Purchase LPI Exam
Voucher / Apply Coupon

l’!‘\
g I

Become Certified

Claim LPI Exam Coupon

o | S @R I
ESSENTIALS — o
—

+4INDG




NDG Linux |

pole g
| "= = N
4EnAn
Wt
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I Enmnm
pi=———

4 BB ENN
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NDG Linux |

NDG Introduction 10 Linux | - Chapler 1: Introduction

Chapters

<

2b Chapters
19 Labs
2b Chapter Exams

Midterm Exam

1.4 Filesystems

- NDG Introguction to Linux | - Lab 2; Using the Shed
r -

S ———
Db BDBEE -

AN N N N N RN

2.1.1 Step 1 adads . v
s Il T Exams Final Exam
NDG Introduction to Linux | F”']El EDmpr‘EhEnS]VE EXE”T]
ras = 74 Chapter 01 Exam
TR S——— On-screen keyboard for
et Qumaticn |
-
\

Accessibility
v" Mligns to LPI LPIC-1 Exam va.0

...... Objectives

Queatson 2

R | . +4INDG




Linux | Instructor Materials - PowerPoints

* PowerPoint chapter slide decks available for download by instructors under
Help & Resources.

Chapter 02 What is a Command?

H » A program executed on the command line. 2
Usmg the Shell Basic Command Syntax
o Sources of commands include:
> Internal (buflt-in shell) commands » Command syntax:

External commands stored in binary files command [options.] largument
Aliases
Eunctiong « Commands, options and arguments are all case-sensitive.
Scripts e To execute a command, the first step is to type the name of the command.




Certification

Take the NDG Linux | course ]
Get Letter of Completion Claim LPI Exam Coupon

O s =5 - =i

Purchase LPI Exam
Voucher / Apply Coupon

Take the NDG Linux Il course Take LPIC-1 101 Exam
— o “/"‘
-
e -

+4INDG




NDG Linux Il
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NDG Linux

NDG introduction to Linux || - Chapter 1: Advanced Shell Features

Chapters

|8 Chapters
8 Labs

|8 Chapter Exams

1.3 Shell Variables

| NDG Introduction to Linux | - Lab 2: Using the Shall

Midterm Exam

Final Exam

NDG Introduction to Linux |

Final Comprehensive Exam

Chapter 01 Exam

AN N N N N RN

. On-screen keyboard for
| m T Accessibility

v" Mligns to LPI LPIC-1 Exam va.0

o Objectives

Qweation I

oz ~ INDG
«l




Linux Il Instructor Materials - PowerPoints

* PowerPoint chapter slide decks available for download by instructors under

Help & Resources.

Shell Variables

E.g.:

ng variable can be exported to the environment

e can be assigned and exported in one step:

Chapter1

Advanced Shell Features

« By default, when a variable is assigned a value it is a local variable.

Bash Initialization Files

. i Login Shell
e The /=tc/profile file is executed first.
This file also typically executes all files ‘: ctoprofile
ending in . sh that are found in the '
ete/profile.d directory.

e ——— e —
- -/ bash_profile |
e The next file that is executed is either the !
/.bash profile, ~/.bash_login Or bashre
[.orofile file, ‘

Note: the - character represents the user's home
directory,




Certification

Take the NDG Linux Il course ]
Get Letter of Completion Claim LPI Exam Coupon

O - 5 — ==

Purchase LPI Exam
Voucher / Apply Coupon

Become Certified Take LPIC-1 102 Exam
Linux
Professional
@ Institute

rica| O @ — |z «

—
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How To Access NDG Linux




How to Access - Seli-Paced

e Learners can enroll in “learn at your own pace” courses in NetAcad.
* Enroll from NDG website or directly from NetAcad.

‘ N{:.)G Linux Unhatched ‘
e

0 NDG Linux Egscnna:s .
amemm

@ i @
IT TR

pivy 3 2
Copyright © 2021 Network Development Group, Inc. "IINDG




How to Access - Instructor-led

|. Instructor creates course in NetAcad™

Create New Course

2. Instructor adds students to course in NetAcad™

& 'NPRCGRESS

L2 NDG Test

1 NDG Introduction to Linux Il

Purtnnr NDG Linux 1| [English - 2

03 Fol « D2 May 2021, Nebeork Devploomen Gooo INDG)

merucnms Madin Geros

Copyright © 2021 Network Development Group, Inc.




How to Access - Purchase

Learners can purchase
access codes individually

Enter Course Access Code

YOu may BUCTase 2 Sowree s COde Uelom o ove may v Deer proveind W peu. The Metigace couee et and end Gate & sorm et Oy e axtitue Cosse acoess & o
o maumuy of sn tor®a The su sty begrs ehes T Coue SETRGE S & ACSved

This course = ohiered for & fee by Metaun Develepment Graup. e

Demo Course

=

¥ you ww unatis tn fend your seeens ode wad sow emoiing I 6 SRS, PAAARS STMT oo Pairuciet e aesstaen | s Srthasedt teetes Socees Dot e bave e asmest Sl PR

Purchase Course Access Code

Yius ey 34¢
Devexcrve

P13 (RN By PITTALIY A SRS BOOOSE 0008 T Nasrwren
v Vi B AT Mee S2g s Sul0e 81

"yE AV (oo e 1t
A Durve amns s

o conman o B oo
o A NOT sane semtanen

N L

cmtact $w SrpaTuate fhat seat gu

scoans ty S poune
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Access Lode

Instructor or institution can purchase
access codes in bulk

-

A"ll"-ét' ~ i My NatAce: Tounoirzes [ Carmars Worw Q ° A

 prananes 14 b TV T Thacterg - NOG bbodactars & Livce I Wicorre n OO Laua 0| Help & Neaosious

NDG Introduction to Linux [l

(Help & Resources)

Help Canter NDG Introcuction 1o Usue il sisko Cocter

Resources

o Ascoanmeni Toxd

Frequently Asked Questions

1. Horw 005 1 il Gre cirtrbentin of Conmphiton T

2. s o0 Iretrucior suppon for the NDG cownes? » Teachng Materon
3 Mow £an ), as an Einasce vew mem ciestions? 4 G Purctoms Goursn ACosss ::nam)
4. Miw de | sctvade wearre?
5. Aett 00 1hOCSING Madatis Drovioed, ch s PoaerPont poodiet dions? HO‘p
& Aa the chapodr modubes and fob contert akatés 10 doericod Yoe oftine woa?
7. How zan | b sugoseliones o fesdback? = Feeaback
y - T

L 'What are the memsTrem repawrants Sor eaTrg e coment of thas oo
. Wiy car't 1 chek (he ‘Nast® button?
10, How e the DOINES sennd Jor the b

11,1 M eopanencing an emor of some &ind In e cowree. Sow o | repor 17

17 Sucherts s calming Swy cemoct open oo of B Sl ssems. What do | do?

13, O guming 4 500 Servt Erve

. What go | do?

141000 type 10 10 Virwia terminal o e

13, Wity 00 cartaln keyetruken not apoew 1o bo eording &
T8 s thes Lirwin VW capiatew 2 Deng connectng 10 the Infemet?
17, Wiy ta e VM At 00Capeing & tartan corrrnand?

TE WH IO Mes that | sdeo omiD th Lins wrtudl maching De saved jor naxt use?
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NDG LMS Integration
for
Cisco CyberOps Associlate

Copyright © 2019 Network Development Group, Inc.




LM Integration using NDG Portal

Learners can access O m Instructors can access labs for free
CyberOps labs in NDG \"EI

Portal through NetAcad

LMS

Cisco CyberOps Associate

Module 3: The Windows Operating System

l 3.0.3 Lat dentify Running Processe ]
5.4 | I f-[‘!-r\w;-»"v esses, 'hreads, landies, and Windows Registry

Copyright © 2021 Network Development Group, Inc. "lINDG




LMY Integration using NDG Portal

* Easy setup

4 Modules 3 - 4 NDG Online Lab Service ¢ | Edit v

Hidden from students £ Edit topic

\ Chapter 3 Labs - NDG Online Lab Service O Highlight

X Chapter 4 Labs - NDG Online Lab Service ,

+ Add an activity or resource

&> Show topic

Copyright © 2021 Network Development Group, Inc. "IINDG




NDG and Partners




NDG Partners with Gisco NetAcad™

e NDG Linux courses are available

through Cisco Networking Academy >

as instructor-led or self-paced
courses.

* Upon successfully completing the
course in NetAcad, each learner will
receive a congratulatory letter from
NDG.

NDG Linux Essentials

Neary Every IT Job Requires Some Linux Knowledge

Dear §certificate studentName,

suceeasiuby compieting the NOD Linae Esaontiaie counse I8 thi Cises Netweking Academy. By
150, You are now prepared to sam e Linux Essentials Professional Development Cestificate
lsanimde (L)

e
bt

v

ospec ™ job marke! Dy pa 3 Our oot
Curifieet Netwotk Assocate (CCNAY

OETAINING THE LIMUX ESSERTIALS MROFESSIONAL
DEVELOPW CERTIFIC JNS THAT YOU
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NDG Partners with LPl and
NetAcad™

* NDG partners with LPI to provide path to certification.

* NDG partners with NetAcad to facilitate access to NDG Linux
content.

* Find us on social media!

N B Yy O




