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Aligns to Certification

CCNA R&S: Introduction to Networks, R&S  

Essentials, Scaling Networks, Connecting  

Networks

CCNP R&S: Switch, Route, TShoot

Introduction to Cybersecurity

Introduction to IoT

Cybersecurity Essentials
CCNA Security

CCNA Cybersecurity Operations

Exploratory Foundational Career-Ready

Networking

Security

IoT & Analytics

Be Your Own Boss EntrepreneurshipBusiness

Get ConnectedDigital Literacy

NDG Linux Unhatched
NDG Linux Essentials  

IT Essentials

Programming

OS & IT

CLP: Advanced Programming in C  

CPP: Advanced Programming in C++

NDG Linux I  

NDG Linux II

IoT Fundamentals:

Connecting Things, Big Data & Analytics,

IoT Security

Hackathon Playbook

Instructor Training required

Networking Essentials  

Mobility Fundamentals

Emerging Tech Workshop: Network

Programmability Using Cisco APIC-EM

Self-paced

CLA: Programming Essentials in C

CPA: Programming Essentials in C++

PCAP: Programming Essentials in Python  

Emerging Tech Workshop: Experimenting  

with REST APIs using WebEx Teams

Internships

Collaborate for Impact

Packet Tracer Hackathons Prototyping Lab
Introduction to  

Packet Tracer



IoT Fundamentals is a multi-
disciplinary hands-on  
curriculum teaching how to  
ideate, prototype and  
articulate the business

value of an “end-to-end IoT  
Solution”.

The curriculum provides a  
strong skills and design-
thinking foundation for IoT  
job families that exist today  
and in the future.

The skills developed in the  
curriculum is the starting  
point to prepare for  
employer-validated jobs like:

• IoT Device Management

• IoT Product Manager

• IoT Data Analytics

Overview Career Prep

• Connecting Things course

• Big Data & Analytics course

• Security course

• Hackathon Playbook

• Cisco Prototyping Lab

• Cisco Packet Tracer (PT 7.1)

Learning Components

IoT Fundamentals Curriculum



Big Data & Analytics 2.01

Course Overview Benefits

Students will learn how to use  

Python data libraries to create  

a pipeline that acquires,  

transforms and visualizes data  

collected from IoT sensors and  

machines. They will also learn  

how to use data analytics and  

Machine Learning to extract  

new knowledge from the  

acquired data.

- 6 Chapters

- 11 labs, 14 Interactive activities

- 18 PL-App Jupyter notebooks  

(Python)

The transformative element  

of any IoT system is the  

data that can be collected  

from it. Thus the ability to  

extract data and use data  

analytics techniques to gain  

insights increases  

employability.

Target Audience:

2 and 4-year College students  

4-Year University students

Pre-req.: IoTF Connecting Things  

Languages: English, Spanish, Chinese, French  

Course Delivery: Instructor-led

Estimated Time to Complete:

40-50 hours

Recommended next course:

IoTF: Security

IoTF: Hackathon Playbook

Instructor Training: Required

Course Info



Cisco Prototyping Lab

All courses in the IoT Fundamentals curriculum use the Cisco Prototyping Lab as the basis for their  
hands-on experience. The Prototyping Lab is a set of hardware and software components that enables  
students and instructors to learn about, to prototype, and to model various IoT, digitization and data  
analytics solutions. The two main components of the Prototyping Lab are:

Prototyping Lab Kit (PL-Kit)
The hardware components are part of the Prototyping Lab Kit (PL-Kit). The PL-Kit is based on Open HW  
prototyping boards such as Raspberry Pi and Arduino and includes additional sensors, actuators, and  
electronic components. The PL-Kit can be used to build sophisticated prototypes of end to end IoT  
systems that can sense and actuate the real physical world, analyze and process the data at the fog  
layer, and connect to network and cloud systems.

Prototyping Lab App (PL-App)
The primary software component of the Prototyping Lab is the Prototyping Lab App (PL-App). The PL-
App is a software platform running on a Raspberry Pi that exposes a web interface based on a concept  
of notebooks.

https://www.netacad.com/en/group/resources/cisco-prototyping-lab-resources


Notebook concept

A notebook is an interactive web page where content is distributed in what are called cells. The first  
cell type is called Markdown and is a cell that contains standard objects such as text, images, videos,  
etc. The second cell type is called Code cell and is a cell with executable code of different programming  
languages (the default is Python).

A notebook can be used as a lab where the explanatory text is placed with executable code and  
together create a scaffolded learning experience. The explanatory text guides the student through the  
learning experience, while hands on skills are acquired by modifying, examining and executing  
executable code.

A notebook is also a great tool that can be used to prototype IoT systems, interconnect with existing  
cloud services using APIs, etc. In a notebook, application code can be split between multiple code cells,  
executing only the part of the code that is just being developed or troubleshot. Moreover, using  
markdown cells, documentation and explanatory text can be added between code cells to provide a  
clean, easy to understand Rapid Prototyping Interface.



PL-App components
 PL-App Image

The PL-App Image is a Raspberry Pi SD card image file based on a Raspbian Linux  
distribution that was customized by Cisco to create an IoT prototyping and learning  
environment based on Jupyter notebooks on a Raspberry Pi.

 PL-App Launcher
The PL-App Launcher is a Windows and Mac application that simplifies the setup of  
a Raspberry Pi SD card with a PL-App Image, as well as discovers PL-App devices in  
the local area network.



IoT Fundamentals 2.0 Equipment List

For the Connecting Things course:
• SparkFun Raspberry Pi 3B+ Starter Kit
• SparkFun Tinker Kit

For the 2.2.4.2 and 2.2.4.3 labs the equipment list from above plus:  
o Flex Sensor 2.2"
o SPDT 5V Relay
o Transistor - NPN (BC337)
o Diode Small Signal - 1N4148

For the Big Data & Analytics course:
• Connecting Things 2.0 equipment list from above plus:
• Raspberry Pi Camera Module v2





























Instructor Training Options*

Experienced in one or  
more disciplines of the  
domain

Novice in the  
domain or prefer in-
person training

Best in class training by a Cisco Qualified Instructor  
Trainer

ITC Academy training can include:
• Teaching in local language
• Supervising and coaching in-person, especially for  

hands-on activities
• Expanded training on prerequisite knowledge to

accommodate different backgrounds
• Contextualizing training with regional or national  

initiatives

Option 1  

ITC Value-Add

Course

Option 2

Online Self-Paced  
Course

Most flexible solution for experienced instructorsplanning  
immediate adoption

* Consistent with other IoT Fundamentals courses.








