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Chapter 1: The IoT Under 
Attack

IoT Security 1.0 v2.0
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Chapter 1 - Sections & Objectives
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Chapter 1 - Sections & Objectives

• Whether the IoT device belongs to IT, OT, CT, or 
some combination of the three, strong security is 
required.

• Service providers are organizations that connect our 
devices to the Internet.

• They are in a position to offer services to address the 
IoT security needs of their clients.

The Unique IoT Risk

IoT Security Model
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IoT Models

IoT Reference Model
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IoT Security Layers

A Simple IoT Model
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IoT Security Layers

IoT Security Model
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Security requirement with the appropriate layer of the IoT

model.
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IoT Device Hardware Components
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IoT common Operating systems
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• IoT devices require firmware to run. 

• Firmware is basically embedded software that contains a minimal operating system and related 
programs to control the IoT device. 

• IoT device firmware can contain security vulnerabilities that are discovered after their release. 
Firmware-related vulnerabilities for IoT devices are similar to those of other computers or networking 
devices. 

Firmware Vulnerabilities

Firmware Vulnerabilities



27

•

•

•

•

•

•

•

•

•

Hardware Security
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wireless network 
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Why do some IoT devices use a 

gateways?
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Common Vulnerability Scoring System CVSS



52



53

Assessing Risk with Threat Modeling

Data Flow Diagrams Components
DFDs use 4 symbols to represent these devices. 

This course uses Yourdon and Coad symbols. 
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Introduction to Blockchain

The Promise of Blockchain

Technologies used by a blockchain
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Introduction to Blockchain

Reaching Consensus



56



57



58

•

•

•

•

•

•

•

•



59



60

•

•

•

•



61



62



63



64



65



66



67



68

•

•

•

•

https://dweet.io/dweet/for/things
https://dweet.io/dweet/for/things
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Kali-Linux VM is preconfigured
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MQTT uses a type client-

server model called 

publish-subscribe. 

connect to the 

server called a broker. 

Client either publishes a 

topic or subscribes to a 

topic. 

A topic is any specific type 

of message, like humidity, 

temperature, or light. 
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