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Secure Assessment pilot
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Situation

« Currently 1+ million students take assessments
at 10,000+ academies in 180 countries

« Steps taken to maintain integrity of NetAcad
assessments:
* |Isomorphs and Variants

« Multiple Balanced Forms of Final Exams, and
Randomization of Questions

* Quarterly Refresh of Exams

* Flexible Activation Controls and Creation of
Personalized Assessments

« Use NetAcad assessments to gauge student
performance during the learning process rather just
a final evaluation tool at the end-of-course

cIsco © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



Community Best Practices:
Mitigate Impact of Exposed Assessments

« Change the weighting in the gradebook to emphasize skills assessments and
labs

« Modify quizzes or design new quizzes and set them up as graded items in the
gradebook

« Create personalized Cisco Packet Tracer activities as assignments
« Use open-ended item types such as essays and short answer questions
« Share question banks with other instructors through the import/export tool

« Engage students in discussions that allow them to demonstrate their
knowledge with the peer review feature under Assignments and Discussions

cIsco © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



New Assessment Features for pilot

- Dynamic Forms — Expand pool of Chapter & Final exam
guestions

« Secure Assessment Environment

» “Restricted Views”: Restrict ability to view summative
exam (I.e. final exam) items while preserving personalized
feedback

* “Secured Activation™: two attempts per Final exam,
automatic re-enable incomplete attempts by default.
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Dynamic Forms

Deliver randomly selected balanced exam forms for Chapter & Final exams generated from a
large pool of exam questions

For each form, present items randomly.

‘??"?‘-’(")? -
.

Questions are selected
from the pool

Determines the content coverage Students receive different set of questions
Balance the difficulty level with same content coverage
and similar difficulty level

cisco © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



Secure Assessment Environment

Current Secured Activation

Instructor-Activated Assessment Launcher Secured Assessment Launcher

Introduction to Networks (Version 6.00) - ITN Final Exam _ . _
Introduction to Networks (Version 6.00) - ITN Final Exam Beta

Create Default Activation Assessment Viewer
Create default activations for the assessment View the questions for the assessment

Create Advanced Activation

Create advanced activations for the assessment Disregard incomplete attempts and deactivate Create Secured Activation

available activations for the assessment Create secured activations for the assessment Disregard incomplete attempts and deactivate

Manage the activations for the assessment available activations for the assessment
View the Student Performance Summary for the

assessment Manage the activations for the assessment

Email the student grades for the assessment
Email the student grades for the assessment

View all the attempts for the assessment View all the attempts for the assessment

More Risk Less Risk

cisco © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



Pilot Operation

N
* Course - CCNA R&S ITN, English
Y
_ )
* Pilot open to all CCNA R&S instructors (up to Dec 2018)
« Create new pilot CCNA R&S ITN classes to try out new assessment
features )

Pilot classes can be run in parallel with normal CCNA R&S ITN class
Instructors will see the new features in Chapter exam and Final exams
Instructors and students fill out survey in the pilot course

J
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3 steps to join the pilot

Step 1: create a class
i . |and enroll your students

. Academy
Language & Version: Select One v * ¢
guag Cisco Staff Sandbox - CA
English - 6.00 - Assessment Pilot
¥ Cisco Course Name

English - 6.00 CCNA R&S: Introduction to Networks

Arabic - 6.00

Chinese-Simplified - 6.00

:: v Feedback on Beta Exams

o+~ Beta Exam Feedback (Student)

o Beta Exam Feedback (Instructor)

cisco © 2018 Cisco and/or its affiliates. All rights reserved.

ii v Chapter 1: Explore the Network

Launch Chapter 1

Chapter 1 Terms and Concepts Practice

Chapter 1 Quiz
32 pts

Chapter 1 Exam
100 pts

Chapter 1 Exam Beta
100 pts

i v Final Exam

Final Exam - Beta
100 pts

E

Step 2: take the exam:

Step 3. Complete the survey

For Cisco Networking Academy Use Only.
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Updated CCNA R&S Instructor PPT slides

Now avallable!

Content Enhancement

Better instructional flow

New 16:9 template

https://www.netacad.com/group/resources/ccna-rs-itn/6.0

Networking Today
Networks Support the Way We Learn

+ Do you remember sitting in a classroom, ke this?

+ You dont have to be in school anymare to take a class. You don't have 1o be in a class!

a teacher.

room 1o

have

Download

https://www.netacad.com/group/resources/ccna-rs-rse/6.0

Now! https://www.netacad.com/group/resources/ccna-rs-scaling/6.0

https://www.netacad.com/group/resources/ccna-rs-connect/6.0

afean
CISCO
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Network Trends
New Trends

S + The role of the network must adust
5 and continually transform in order to

& be able to keep up with new

i technologies and end user devices

as they constantly come to the

market

« Several new networking trends that
effect organzations and consumers
+ Bring Your Own Device (BYOD)

f + Online colaboration

N Videocommunications

+ Cloud computing

Special Thanks:
Frank Torres
Bernadette O’Brien
Elaine Horn

Bob Vachon

Cheryl Schmidt
Joni Johnson

Milt Camille

For Cisco Networking Academy Use Only.



INSTRUCTOR RESOURCES

NetSpace - Homepage = etwoe Resources

Assessment Resources

asco Cisco Networking Academy My Netacad newsanafl  Packet Tracer Resources

Marketing and Program
Fesources

My NetAcad

Cisco Recognition Program

I'm Teaching I'm Managing I'm Learning o
Instructor Training Locator

ASC Locator
Courses I’'m Teaching e

STUDENT RESOURCES

DRAFT DRAFT

wae . 2015 _aaa Course Catalog

wqgeq CCNA RSE 5.02 Test_Dillin ) ) )

Introduction to the Internet of Everything CCMNA R&S: Routing and Switching Essentials ASC Acade Cisco Certifications and
Vouchers

1 May - 31 May, 2017 25 Mov, 2015 - 25 May, 2016 25 Jul - 31 |

Hochschule Miederrhein IT-Bildungsnetz e V. Hochschule

Find an Academy

Crownload Packet Tracer
All Hesources
_ , 3 , Career Resources
© 2018 Cisco and/or its affiliates. All rights reserved.

Career Advantage Webinars




Course Resources

Course Resources Additional Instructor Resources
Packet Tracer Resources
Networkinq Courses General Assessment Resources
Networking Essentials Instructor Professional Development
Nl FAQs for Instructors
| olas s rcions 5.1 5.0 Academy Orientation course

CCMA RE&S. Routing and Switching Essential=gg.0 | older versions 5.0
CCMNA R&S. Scaling Metworks 6.0 | older vergPns 5.0

MNA R&S Connecting Metworks 6.0 Er versions 5.0
CCI S
CCMNP Routing & Switching 7.1

Latest News

Webinar Replay: Introduction to

Security Courses Coding
Introduction to Cybersecurity 2.0 | older versions 1.1 August 30, 2017

Cybersecurity Essentials

- ) Support Desk Changes Planned
CCMNA Security 2.0 | older versions 1.2

August 18, 2017
IoT Courses

) Packet Tracer 7.1 Now Available
Introduction to loT

August 04, 2017
loT Fundamentals: Connecting Things

loT Fundamentals: Big Data & Analytics Ce_let)rating 20 Years Together!
10T Fundamentals: Hackathon Playbook Juli 21, 2017

Os and IT Courses

IT Essentials 6.0 | older versions 5.0
MNDG Linux Unhatched

NDG Linux Essentials

MNDG Linux | & 1

Programming Courses
Programming C++ (CPA and CPP)
CLA- Programming Essentials in C

Other Courses

Be Your Own Boss
Entrepreneurship

Get Connected

Introduction to Packet Tracer

© 2018 Cisco and/or its affiliates. All rights reserved.

Teach Essential Networking
Concepts
Juni 21, 2017

go to news & events

For Cisco Networking Academy Use Only.
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1941 ISR Router End of Life Announcement

« The 1941 will continue to be sold until September 29, 2018

« Cisco will continue to support the 1941 (including 10S downloads) for five years
after the End of Sale date

- The End of Support date is September 30, 2023 - IOS downloads will be

available on the Cisco site and through Cisco NetAcad Maintenance until this
date

- Replacement option ISR4221

.lCIS'C(;' © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



Updated Equipment Lists Includes ISR 4221

Equipment List (Option 1)
The Cisco 4221 router shown in Option 1 uses the newer |0S XE software. Regression testing information is available from the

netacad.com Equipment Information>Equipment Lists by Curriculum section to assist the academy in determining which option would be
the best fit for their specific curriculum delivery audience and budget.
Qty |Product Number Description Notes

3 ISR4221/K9 Cisco ISR 4221 (2GE, 2NIM, 8G FLASH, 4G DRAM IPB) | 1,2
3 | NIM-2T= 2-Port Serial WAN Interface card | 7
3 CAB-SS-V35MT= V.35 Cable, DTE Male to Smart Serial, 10 Feet

3 CAB-SS-V3I5FC= V.35 Cable, DCE Female to Smart Senal, 10 Feet

3 WS-C2960+24TC-L Catalyst 2960 24 10/100 + 2 1000BT LAN Base Image 1,2

Wireless N-Router (b/g/n Wi-Fi) with Simultaneous Dual-Band, MIMO antenna array for
expanded high speed coverage and reliability, 4 Gigabit Ethernet Ports, support for IPv6, WPA2 10
encryption and SPI Firewall, Quality of Service (QoS).

Note: CCNA Routing & Switching version 6 does not require wireless router

2 Wireless Router

Optional Products

Router Options (router models that may be substituted for the router/s in the Standard Equipment List above)
] G DRAM IPB)

ACS-4220-RM-19= 19 inch rack mount kit for Cisco ISR 4220
2= -Hort Sena nterface ca | I

For 4221 rack mount options, suggest purchase special rack

mount Kit | (= LY,
| if\\Place the power supply here.f |4
\ of N

] ] ] . . - . .‘.‘[ °| ‘.\

lcll'stljl(; © 2018 Cisco and/or its affiliates. All rights reserved. | ¥ ‘



Added ISR4331 as Optional Router

« Instructor concerns about the size and management of the 4321 power brick in
rack mount situations

« Requests to add a model with internal power supply
« Added ISR4331 to updated equipment lists
« NOTE - 4331 is an optional router, higher cost compared to 4321

Optional Products

Router Options (router models that may be substituted for the router/s in the Standard Equipment List above)

[ |Isr4331/K9 Cisco ISR 4331 (3GE,2NIM,1SM 4G FLASH 4G DRAM IPB)

ACS-4220-RM-19= 19 inch rack mount kit for Cisco ISR 4220
NIM-2T= 2-Port Serial WAN Interface card 7

11

cIsco © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



Router Power

ISR4221

« External Power Brick
« Ability to purchase rack mount kit with space for power brick next to router

ISR4321

« External Power Brick
« Special rack mount kit NOT an option due to router width

ISR4331
* Internal Power Supply

Cisco 4000 Series Integrated Services Router Data Sheet -
https://www.cisco.com/c/en/us/products/collateral/routers/4000-series-integrated-services-routers-isr/datasheet-

c78-732542.html

afean
CISCO
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https://www.cisco.com/c/en/us/products/collateral/routers/4000-series-integrated-services-routers-isr/datasheet-c78-732542.html

4321 Router Power Brick Placement Ideas




Regression Testing Documentation

dtfean]r,
cisco. Cisco Networking Academy’

Regression Testing of Cisco 4221

Last updated May 30, 2018

Cisco Systems has announced the end of the life for Cisce 1921 and 1941 routers. To replace these
routers in the standard equipment bundle, the Cisco 4221 router using the isr4200-
universalk9_ias.16.07.01.SPA.bin with the Security Technology package enabled was tested for its
compatibility with the current NetAcad curricula: CCNA R&S and CCNA Security v2.0.

Three Cisco 4221 routers were installed in Netlab+ for testing. The Cisco 4221 routers can support the
current curricula with some caveats. The eHWIC serial modules used in Cisco 1921 and 1941 are not
compatible in Cisco 4221. These routers only have NIM slots and use NIM modules for the serial
interfaces. The naming conventions for the serial and Ethernet ports on the Cisco 4221 are different from
the curricula lab instructions. Furthermore, there are several commands that are either no longer
available or modified from the curricula lab instructions. The Cisco 4221 routers cannot support Intrusion
Prevention System (IPS) commands in a CCNA Security v2.0 lab. The table below lists the commands
that are affected when Cisco 4221 routers are used to perform the labs in the current curricula.

Summary of Changes

Mind Wide Open

Hardware / Commands Cisco 4221
Expansion Slots 2 NIM slots (No eHWIC slots)
Clock rate Choose a different clock rate than the instructions in the labs
Stateful DHCP The command “address prefix prefix/length” is not available
Serial Ports in NIM slot 1 S0/1/0 and S0/1/1
sabj G /0 d 0/

Located in equipment resources:
hitps://www.netacad.com/group/resources/equipment-information = Equipment Lists by Curriculum

afean
CISCO

© 2018 Cisco and/or its affiliates. All rights reserved.
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Packet Tracer 7.2
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Packet Tracer 7.2 Overview

New UI, icons, colors

Accessibility enhancements
Metrics enhancements
PTSA work-around
ASA5506-X

Modern Home Router

Meraki MX65W

« Over 700 existing bugs resolved

cisco © 2018 Cisco and/or its affiliates. All rights reserved.

? Cisco Packet Tracer - o LS
File Edit Options View Tools Extensions Help

AERSOr a2 3307 QaaQaoE BFsE 7

D@l /s med S
f\ Physican: 488, y: 66 oot](( ) ’— ( ‘,: ) ' nmcuu}

'I"- Simulation)
G G GGG G ﬁ

4321 1941 2901 2911 | BI9IOX| S19HGW | 829 1240 | Praouter FrEmply | 1841

Router-PT-Empty
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Packet Tracer Activity Sequencer
Link multiple PKAs together — PT 7.1

® Cisco Packet Tracer

File Edit Options View Tools Extensions Help

1 B H &P [ ity iz . S © ‘ B o @
»

o Multiuser - ” ied Backg d|
i Bai ve Dbject|| Set Tiled Backgroun
Logical — 5

—ldﬁ . srrer B sctiaty Sequence tdtar - m} XA
—d Activity Sequence Editor

Activity Sequence
%

Clear Terminal Agent

Import PES

LAN Multiuser Agent

Marwvel L
Attribute Editor

WAN Multiuser Agent

Enable Deiug Mode: €

PP Multiuser
false -

Aczivity Sequence Ticke: B

Intial Acchity Mame:

Tezal Azthanas: @

1 =

Aty Nama: 9

w

For Cisco Networking Academy Use Only.
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Accessibility Enhancements

=

d
pc-FQ
Consol"?

ISR4321
Router 1

2960-24TT

- Screen reader support o

2960-24TT
Switch 2

« Visual link status

- Keyboard navigation

.lCIIIS.éIO'. © 2018 Cisco and/or its affiliates. All rights reserved.

PDU information at Device: Swatch1
Inbownd PO Detals

Al Device: Switch
Source Switchl
| Destnaton: STP Mubicast Address

In Layers Out Layers
ayer’? woers

Layer 2: IEEE 802.3 Header
0000.0CE2.ID01 >> 0180.C200.0000 LLC
STF BPDU

Layer 1: Port FastEthernetf/] Layer]

1. FasEMernetd! recenes e frame.

Crabenge Ue s PrEvious Liysl

Wit Liys? »»
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PTSA Work Around

« Problems reported

« Issues with launching, executing
and completing PTSAs

 Probable cause

- Regular self-updating Java of the
desktops

« Solution

« PTSA Work Around with Packet
Tracer 7.2

https://www.netacad.com/qroup/resources/packet-tracer

cIsco © 2018 Cisco and/or its affiliates. All rights reserved.

PTSA Work Around with Packet Tracer 7.2

? Cisco Packet Tracer
File Edit Options View Tools Extensions Help

i =] H * o ‘L: h &, Activity Wizard ... Ctrl+W - E =
Multiuser 2
Q@@= B s om e ~

Scripting +

Activity Sequence Editor
Clear Terminal Agent
LAN Multiuser Agent
Marvel

Resource Attributes
WAN Multiuser Agent
Take PTSA Exam

1) Select Take PTSA Exam under the Extensions menu

2) Packet Tracer embedded browser will be launched in
another window

3) Users need to re-logon to NetAcad.com in the PT
browser window

4) Users launch PTSA in the PT browser window


https://www.netacad.com/group/resources/packet-tracer

PT 7.2 for translated courses

Instructors using translated courses have experienced Packet Tracer version 7.2
crashing in multiple scenarios. Engineering has validated the root cause:

« During the translation process, some device names were not translated in
PKA, PTMO and PTSA

« Packet Tracer version 7.2 detects but is unable to gracefully bypass the
untranslated device names

For the interim, use Packet Tracer version 7.1.1 for all translated courses.
Updates will be provided as they become available.

https://www.netacad.com/qroup/resources/packet-tracer

cIsco © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.


https://www.netacad.com/group/resources/packet-tracer

Assessment Scoring with Packet Tracer 7.2

« Assessment scoring errors with Packet Tracer version 7.2 on PTSAs.

« We recommend instructors use Packet Tracer version 7.1.1 if they want to continue to score and
weigh these assessments in the gradebook.

- Updates will be provided as they become available.

\

vif1at]re Networking
CISCO. Academy

Cisco Packet Tracer

An innovative and powerful networking simulation
tool used for practice, discovery and troubleshooting

Integral to the Skilis-to-Jobs Leaming Expenence

© 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.
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Certification updates

LPIl Released updates to LPIC-1 and Linux Essentials Certifications (Announcement)

« New exams released October 29th 2018.
« Old versions will be available until July 1st, 2019

« Linux Essentials, Linux | and Linux Il courses are under revision and versions 2.0 will be
released during the first half of 2019

CompTIA announced new A+ Exams 220-1001 & 220-1002 (Core 1 & Core 2)
- New exams will be available January 15, 2019
« 220-901 and 220-902 will retire July 31, 2019

 |IT Essentials course is under revision and a new version planned for the first half of 2019

llCIIlS'éIC;. © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.


https://www.lpi.org/articles/lpi-releases-updates-lpic-1-and-linux-essentials-certifications?utm_medium=social&utm_source=facebook&utm_campaign=lpic-1+and+le+update+2018&utm_term=lpic-1+and+le+update+2018

Voucher Eligibility
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Voucher Validity Period Extension

- Avalilable Now!

- For Students, Instructors and Instructor Trainers

« Voucher candidates will have an additional 3 months to use Cisco Certification
Vouchers giving a total of 6 months to take the certification exam w/a voucher.

« Candidates must still request the voucher within 3 months of becoming
eligible.

CISCO CISCO CISCO CISCO

k:CENT CCNA \CCNA vCNA

NETWORK ROUTING & CYBER OPS SECURITY
SWITCHING .

cIsco © 2018 Cisco and/or its affiliates. All rights reserved.



ICND1 Vouchers for Instructors

 Available Now! ICND1 & ICND2 discount vouchers available to newly gqualified
Instructors and to our Instructor Trainer community.

* Newly qualified Instructors with a 75% or higher on their first attempt of the final exam and
marked as “passed” in the gradebook for Routing and Switching Essentials will be offered an
ICND1 discount voucher.

* Newly qualified Instructors with a 75% or higher on their first attempt of the final exam and
marked as “passed” in the gradebook for Connecting Networks will be offered a choice of either
a voucher for CCNA R&S or vouchers for ICND1 and ICND2 exams.

« |[n addition, ICND1 and ICND2 Instructor Discount vouchers will be available via
various Cisco Networking Academy award programs.

- We hope the availabllity of these new discount vouchers for Instructors and
Instructor Trainers will enable increased certification among our NetAcad

educators.

cIsco © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



Certification Exam C

Discount

Two Factor Authentication Prior
to Voucher Request

sl




A NetAcad
Discount....

. 1S

generated by Pearson VUE and
delivered via NetAcad.com to
eligible students and instructors.

. can be used

to pay a for entry-level Cisco
Certification exams administered
by Pearson VUE.

- generated

and may not be transferred or
sold.




TWO Factor Authentication....

With little if any impact to NetAcad voucher recipients, this real-time validation
of individual voucher recipients Is seamlessly integrated into existing Voucher

Request Process.

My NetAcad

Request Voucher

Format: Country Code + Phone Number

Don't have a mobile phone? Click here

Ifyou did not receive authentication code, Click here

© 2018 Cisco and/or its affiliates. All rights reserved.

How It Works:

1. When a NetAcad Candidate becomes voucher
eligible they are prompted to “Request their
Voucher.” Currently they are asked to complete a
short form prior to clicking “Submit.”

2. User Authentication is now a pre-cursor to this
Request form. The user is now prompted to enter
their Mobile number into the form and click “Get
Authorization Code.” A code will be sent instantly
via SMS to their mobile phone.

3. The NetAcad user will then enter this code into
the form and proceed to request their voucher.
The “Submit” voucher request button is not
activated until the authentication code is entered.

For Cisco Networking Academy Use Only.



User Support

While we believe that this will be a seamless integration of familiar

technology to the user in the vast majority of cases, we anticipate that there
may be scenarios where support is needed.

If a user does not own a mobile phone.

There is a button on the page prompting the user to “click here” if you do not

own a mobile phone. A support ticket will be opened and the user will be
verified off line.

If a user does not receive the code.
After entering their mobile number into the form and clicking “Get Authorization
Code’, the user may not get the code. In these cases the user will be

prompted via a button on the page to contact the NetAcad Support Desk will
be able to provide resolution.

© 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.
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26 - 30
November
2018

' FY19 IPD Week
— Dates

25 February to
1 March
2019

http://cs.co/IPD19



http://cs.co/IPD19

' IPD Week
26-30 November

viliar]re Networking
CISCO Academy
Instructor
Professional ==
Development

Cisco is pleased to confirm

Awesome Instructor

has attended 6 hours of continuing education by participating in

IPD Week, November 2018

hosted by the Technical Field Engagement Team
26 — 30 November 2018

'/ Y
£ 84
‘,{t_'jln_ [/ L= SRV —

KAREN ALDERSON
GLOBAL TECHNICAL MANAGER
Ceorporate Affary, Covco

. Program Updates

. Catch up on the latest strategies and
products from Cisco Networking
Academy!

. Technical Session Topics
Include:

. Wireshark Tips & Tricks Part 2
. Attacking Networks using Kali Linux

. Hands-on for Model-driven
Programmability

- SDN: an Open Source Demo

. NetAcad Equipment Deep Dive
. CCNA Cyber Ops Game

. & Many More

For Cisco Networking Academy Use Only.



German GIPD Sessions

Thema Zeit und Datum |Sprecher Registrieren
Programm Updates Daturm: 29

November Thomas Meuser Egm:'ﬂ D eutsc h
Informieren Sie sich (iber die neuesten Strategien und Produkte der Cisco Networking Academy Zeit: 14:00 Berlin

Cyberangriffe = was tun?

Durch die fortschreitende Digitalisierung und zunehmende Vernetzung von Dingen des taglichen

Datum: 29 Registrieren
Gebrauchs nimmt die Kriminalitdt im Cyberraum massiv zu. Die intensive Mutzung von mobilen und Novemnber .

vernetzten Endgerate erhéht die Anfilligkeit fiir Hackerangriffe; jeder kann davon betroffen sein. Das Michael Zeisberger
ist Grund genug, sich mit den wichtigsten Malinahmen gegen solche Vorfille auseinander zu setzen! | Zeit: 11:00 Berlin
Dieses Webinar bietet Mon-Profits ein fundamentales Verstindnis fiir Abl3ufe und grunds3tzliche
Schutzmalnahmen gegen Cyberkriminalitat.

lopen
session)

Archives Verdienen ein Zertifikat der Anwesenheit

Find us on:

m — facebook. Recordings and PPTs Available

. et -

T e g &
B ek Meirepeeder 7210

S S ————

http://cs.co/GIPD19

cIsco © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



Cisco Networking Academy Portfolio

ﬁmignstn Certification

ﬁ;lnstruc’mrTraining required

:;Q— Self-paced

ﬁ. Hetworkmg Essentials ¥ © CCNA R&S: Introduction to
Metworks, R&S Essentials, Scaling
Metworks, Connecting MNetworks

ﬁ.ﬂ CCHP R&S: Switch, Route, TShoot

@ Networking

- Introduction to - ) i 2. o CCNA Security
Cybersecurity ¥=. & CCHA Cyber Ops

)
)
i
E
g
E
£

% Introduction to loT

_ . o4 WDG Linux Essentials & NDG Linux |

&  NDG Linux Unhatched ¥o. o IT Essentials © NDG Linux Il
@ CLA: Programming Essentials in C & CLP: Advanced Programming in C*
@ CPA: Programming Essentials in C++ 2 CPP: Advanced Programming in C++

& PCAP: Programming Essentials im Python
= Emerging Tech Workshop: Experimenting
with REST AFls using Cisco Spark

Programming

cisco © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.
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Insecure Link - Affects

. Issue ldentified Oct 24 with external
link In CCNA R&S: Introduction to
Networks lab 8.2.1.5 and Appendices

. Online curriculum link corrected for all
languages

- PDF Lab documents updated for all
languages — please download updated
files

My N etAcad - Web Alert Posted Thu Oct 25

. Still working to updating the

downloadable ITN curriculum

For Cisco Networking Academy Use Only.




Releases

Availability

: ltalian November 2017

CCNA R&S Introduction to Networks Hebrew February 2018
Russian February 2018

CCNA R&S Connecting Networks e January 2018
Spanish, Simplified December 2017
Chinese, Arabic

IT Essentials 6.0 Dutch February 2018

' Kazakh y

loT Fund: Connecting Things Spanish.@

loT Fund: Hackathon Playbook Spanish January 2013

loT Fund: Big Data & Analytics 2.0.1 English, Chinese Simplified November 2017, February

2018

loT Fund: Connecting Things 2.0.1 English, Chinese Simplified  October 2017, February 2018

© 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



Releases
Course Availability

Academy Orientation Cou @ English November 2017
June 2018

Programming Essentials in Python English December 2017

Introduction to Cybersecurity 2.1 English December 2017

CCNA Cybersecurity Operations English January 2018

cIsco © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



Academy Orientation 7.0

Tepa 602
] Coanne Oveds

Ot ! "

| Wdcamn 1 10 COnen Memeoning Acaseay A R Nemenniang Acaderyy

cIsco © 2018 Cisco and/or its affiliates. All rights reserved.

v" New course GUI

v Course Updates

* New Netacad.com
UX

» Offerings
e Services

(AN}
Ahar Wewasdng Acacemian




New Orientation Course v7.0

Includes these topics and more

- Program, history, roles and rules

- Courses, Offering and Services

- Instructors and Instructional approach
- Use of Netacad.com

- How to teach and manage your class

- How to develop your students and your self

© 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



New Orientation Course v7.0

Course facts

- 10 chapters

- No Labs, no Packet Tracer required

- Estimated time to complete 2-3 hours
- End of course Quiz and Feedback

- Certificate of course completion

© 2018 Cisco and/or its affiliates. All rights reserved.
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C I SCO . Responsibility

Certificate of Course Completion
Academy Orientation

The student Semyon Ovsyannikov has successfully completed the Cisco Networking Academy Orientation course. The student
demonstrated the ability to explain the following:

Understand the purpose and goals of Cisco Networking
Academy program.

Know how to use basic features of Cisco NetAcad.

Understand the roles and responsibilities of NetAcad
Instructor, NetAcad Contact, and NetAcad Success Lead.

Be familiar with the Cisco Networking Academy learning
offerings and services.

Understand your roles and responsibilities in the Cisco
Networking Academy program.

Be familiar with the Cisco Networking Academy partnership
model and the roles of Academies, ASCs, and ITCs.

Understand the certification exam and discount voucher
process.

Harbrinder Kang
VP, Cisco Networking Academy Date

Oct 24, 2018

For Cisco Networking Academy Use Only.



New Orientation Course v7.0

Access and Rules

at|ren]re Networking

- All new non-students users are automatically CISco’ Academy MyNetacad @) NewsanaBvenis  support  Resources @) semyen
enrolled

INSTRUCTOR RESOURCES

Course Resources

Assessment Resources

- All new instructors must complete Orientation My NetAcad

CO U rse Marketing and Program

Resources

- ASC staff should complete Orientation course
Course Resources

- ASC must provide access to a program orientation
for new administrators and instructors

Course Resources Additional Instructor
Resources

- ASCs can create this course and it supports Self-

. . General Assessment Resources
Networking Essentials .

- Instructor Professional Development
Mobility Fundamentals

E n rOI | pag e CCNA R&S: Intro to Networks 6.0 | older versions 5.1 5.0 FAQs for \nsfﬁruc‘[ors
CCNA R&S: Routing and Switching Essentials 6.0 | older versions 5.0 \ Academy Orfentat\cm i Enghs~h
CCNA R&S: Scaling Networks 6.0 | older versions 5.0 Academy Orientation - Espafiol

CCNA R&S: Connecting Networks 6.0 | older versions 5.0 Academy Orientation - Francais
CCNA R&S 6.0: Bridaina

© 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



New Orientation Course v7.0

cn;éol CiSCO Networking Academy My MNeticad o Mews and E wents Support  Resources Thomas e

My Profile

Teilnahmebestatigung
- unter Profile (Name)

- Certificate drucken
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CCNA Cyber Ops Skills Challenge

Available in CCNA Cyber Ops v1.1
October 29, 2018 (If you created a
course before that date you can get
resources on Course Resource page)

Optional skills game after Chapter 13

Use and practice cyber operations
knowledge in a fun environment

Race against others to answer cyber
operations guestions and complete
tasks to win points

Questions drawn from cyber
operations skills and knowledge
learned throughout the course

Pl T4 2. AmyBtNEED = | +

ﬂ CTF Gara Clea [Runneng, - Draecle Wi Y rhua B u] x
ke Machine Wiew  Ingn Dences Help
‘i Applications © @ Mailla Firefas '] 06:31 | analyst
& Mozilla Firefox ol

CyberQOps Capstone Game Bt Game

3. Threat Actors |1 pts)
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Scoring ltems

Questions
» 46 Questions
* Types

« Multiple choice

 True/False
» Blank fill

* One attempt

* Question removed from
list after attempt

cl s'éloh © 2018 Cisco and/or its affiliates. All rights reserved.

Tasks
« 10 Tasks

 Linux file
management
operations

- Install and update
packages, determine
package version

For Cisco Networking Academy Use Only.



Example Topology

« DHCP or static addressing
Internet/campus * |nternet access for research

Gam‘;’ CCNA Cyber Ops Game
Administrator Technical Session
lient .
Student (ga”{‘/?w‘; en Thursday, Nov 29th
Game = « Game detalls
clent VMs ' + Demo the game

Server

llCIIlS'éI(;. © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



CCNA Cyber Ops Course Resources

CCNA Cybersecurity Operations

Version 1.1 | Released July 2018 Release Notes & Versions

Course Overview

The CCNA Cybersecurity Operations curriculum provides an introduction to the knowledge and skills needed for a
Security Analyst working with a Security Operations Center team. It teaches core security skills needed for
monitoring, detecting, investigating, analyzing and responding to security events, thus protecting systems and
organizations from cybersecurity risks, threats and vulnerabilities.
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attack
Webex: Understanding an attack using Security Onion Cyber Ops Skills Cha”enge Game
. The Cyber Ops Skills Challenge game is an optional activity that allows
Webex: CCNA Cyber Ops Course Deep Dive yRErEp 9eg ? /
. . . students to use their skills and knowledge to compete with other

Webex: Best Practices in teaching CCNA Cyber Ops ¢ g

students. It consists of two VWMs. A classroom server VIV and a client VIV
course

for game players and game administration. Instructions for installing and
Curriculum Enhancements: administering the game are provided in the Instructor Guide.
Hot topics you can add to increase engagement Instructions for playing the game are included in the Student Guide.

N Workshop!| Network Programmability Server VM
Mobility Fundamentals Client VM

Instructor Guide
Student Guide

llCIIlS'éI(;. © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



Instructor Home Page Game Resources

Instructor Home

Downloadable Resources

Access the Instructor Resources page to find resources for this
Instructor Resources

COurse:
« Curricula informational materials (ex. Scope & Sequence)
+ Assessment resources

I~ . tegial

cA virc.al.ac. ne .o e wirc ament.

Cyber Ops Skills Challenge

G The Cyber Ops Skills Challenge game is an optional activity
ame:

that allows students to use their skills and knowledge to
Server VM compete with other students. It consists of two VMs. A
classroom server VM and a client VM for game players and

Client VM e .. . . . .
game administration. Instructions for installing and

Documentation: administering the game are provided in the Instructor Guide.

Instructor Guide Instructions for playing the game are included in the Student

Student Guide Guide.

cisco © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



i » Chapter 13

i ¥ Launch Chapter 13

i [#  Chapter 13 Terms and Concepts Review

Chapter 13 Quiz
30 pis

Chapter 13 Exam
100 pts

(B4}

ii » CyberOps Skills Challenge

& [ CyberOps Skills Challenge: Mission 1

CyberOps Skills Challenge: Mission 1

The CCNA CyberOps Skills Challenge provides you with a fun way to use your mastery of CCNA
Cyberoperations knowledge and skills to compete with your classmates. The game consists of a race in

which you attempt to answer as many CyberOps questions and tasks as possible before you run out of
time.

Your instructor will provide you with specific instructions on how to play the game in your classroom. A

student guide is provided to help you prepare to play.

The CyberOps Skills Challenge - Student Guide

New published page after
Chapter 13 in Modules

afean
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Everything
becomes
programmable

Everything

FO rCeS Of becomes
D | g |ta I | connected
Disruption...

...enable digital
transformation in

every industry Everything

generates
data
Everything |
needs to be Everything
can be

secured
automated

afrafn ng Academy Use Only.
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Safe Harbor Statement

This presentation contains “forward-looking” statements
that might change in the final, generally available version of the course.
Please consider this to be an early information about the course.

loT Fundamentals: loT Security
Early information about the course




This presentation contains “forward-looking” statements that might change in the final, generally available version of the course.

Course is expected to be generally available in December/January timeframe.

Digital Disruption and Security Go Hand-in-hand

a v .l :a repor
Harvard “... e e
BuSIness b Economist r—

Review i Why computers will
never be safe

Mave Already Seen |
Cybes Atlacka m o1 | 31%

Expect Cyber Attacks @
to Extend into OT | 3870

THE INTERNET
OF EVERYTHING

Smart, connected products will
transform your business piGe 64

Cisco 2018 Security report: almost 70%
of OT companies have experienced or
expect an attack to the IoT in next year.

Everything Everything
becomes needs to be
connected secured
o I ol I e © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.
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This presentation contains “forward-looking” statements that might change
in the final, generally available version of the course.
Course is expected to be generally available in December/January
timeframe.

loTF:loT Security

Course Overview

The enormous increase of connected 0T devices is not only
enabling the digitization of industries, but also increases the
landscape of possible security threats. This course provides the
learner with introductory skills to perform Vulnerability and Risk
Assessments on 0T solutions in a specific business context.
Students who complete the IoT Security course will be able to

assess, research, and provide risk mitigation strategies for
common security vulnerabilities in 10T systems.

Students seeking a career in the rapidly growing 10T and Security
domains with will learn practical tools for evaluating security
vulnerabilities in |0T solutions, perform threat modeling, and use
risk management frameworks to recommend threat mitigation
measures.

Learning Components

6 chapters, chapter quizzes and o Real-world penetration and vulnerabilit
a final exam testing tools (Kali Linux)

Features

)18 Cisco and/or its affiliates. All rights reserved.
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Introduction to 10T

Course Overview

Students learn about the Internet of Things and how it enables
the Digital Transformation along with emerging technologies
such as data analytics, artificial intelligence and the increased
attention to cybersecurity. The course also introduces the
importance of the new Intent Based Networking that uses a
software-driven approach and machine learning to be able to
connect and secure tens of billions of new devices with ease.

poeretics

Student will have a comprehensive view of how these emerging
technologies are shaping the digital business. They also have the
opportunity to explore career opportunities in this new landscape.

Features

Learning Outcomes

« Explain the meaning and impact by digital transformation.
of Digital Transformation.

* Apply basic programming to
support lIoT devices.

» Explain how data provides value
to Digital Business and Society.

Cisco and/or its affiliates. All rights reserved.
CI>CO




Instructor Resources

https://www.netacad.com/group/resources/intro-to-iot/2.0

PPT . .. . S&S

Instructor Powerpoints Scope & Sequence
Course Overview Document

FAQ oo

Frequently Asked
Questions

B .Plus

Additional information &
resources

cisco © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.
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A New NetAcad Hands-On Experience

SR,
hitlesd EVNET

/ POSTMAN

Software Skills Hands-On Experience on Real-World System
Application Enterprise Software Integration Experience
In Networking Domain via Cisco DevNet
Sandbox

Al

© 2018 Cisco and/or its affiliates. All rights reserved

| with no additional equipment costs!

For Cisco Networking Academy Use Only.



Emerging Technologies Workshops

Flexibly Add Foundational Emerging Skills into Existing Career Pathways

Emerging Technologies
Workshops

v v v v v v v v

* Networking

* Security

* |oT & Data Analytics
*OS &IT

* Programming

Job Family
Specialization

Apply Skills

Foundational Career-Ready Collaborate
for Impact

afean
CISCO
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Sample Pathways with Workshops

Foundational Courses

Intro to
Cybersecurity

Network Developer Computer
. Technician CCNA R&S
Professional Track

(1+2)

A+
Certification

Cisco
CCNA R&S

CCNA R&S

(3+4)

Programming A
in Python

A

Network

Network Technici
Programmability echnician

Intro to
loT

REST APIs

Foundational Courses A+ Cisco CCNA

Certification Cyber Ops

Security Analyst Track
Intro to _ Intro to Programming Networking Cybersecurity CCNA Cyber
Cybersecurity loT in Python Essentials Essentials Ops
Security Analyst
Cisco and/or jiggaffiliates. Al rights reserved. A Emerging Technologies Workshops For Cisco Networking Academy Use Only.

Certification - Suggested pathway insertion point
Can also augment courses later in pathway




Instructor Resources

https://www.netacad.com/group/resources/emerging-tech-workshops/1.0

PPT . .. . S&S

Instructor Powerpoints Scope & Sequence
Course Overview Document

FAQ .. ... _ B . Plus

Frequently Asked Quick Start Guide
Questions Additional information &
resources

cisco © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.
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What's New?

Enhanced Instructor Resources

 Instructor Powerpoints

 Video tutorials on building new attack
scenarios for SBA and activities

VM files updates
» 64-bits OS architecture aligned to current
trend

Drag-n-Drop exam ltems

Accessibility enhancements
« All Word, PDF Lab and PT documents
are WCAG 2.0 AA 508 Compliant

Bug fixes




Enhanced Instructor Resources

Aligns to new CCNA standard for Powerpoints

Instructor Materials — Chapter 7 Planning Guide

= This PowerPoint deck is divided in two parts:

= |nstructor Planning Guide

« Information to help you become familiar with the chapter
Teaching aids

« Instructor Class Presentation

«  Optional slides that you can use in the classroom

Begins on slide # 9

Chapter 7. Best Practices

Prior to teaching Chapter 7, the instructor should:
= Successfully Complete Chapter 7, "Assessment.”
= Complete the Chapter 7 Lab Activities.

= Emphasize the following Network Attack concepts:

= Metworks need to be monitored for attacks.
= Attacks target the foundation through network protocols.

= Note: Remove the Planning Guide from this presentation before sharing with anyone. = Altacks target services, applications, and databasas.

Chapter 7 - Sections & Objectives

» 7.1 Network Monitoring and Tools

+ Explain network traffic monitoring.
» Explain the importance of network monitoring.

+  Explain how network monitoring is conducted.
= 7.2 Attacking the Foundation
+ Explain how TCP/IP vulnerabilities enable network attacks.

+ Explain how IP vulnerabilities enable network attacks.
» Explain how TCP and UDP vulnerabiliies enable network attacks.

= 7.3 Attacking What We Do

+ Explain how common network applications and services are vulnerable to attack.

+ Explain IP vulnerabiliies.
+  Explain how network application vulnerabilities enable network attacks.

Introduction to Network Monitoring

Network Monitoring Methods

= Tools used to help discover
normal network behavior include
IDS, packet analyzers, SNMP,
NetFlow, and others.

= Traffic information capture
methods:

+ Network TAPs — Network test
access points that forward all traffic
including physical layer errors to an
analysis device.

+ Port mirroring — enables a switch
to copy frames of one or more ports
to a Switch Port Analyzer (SPAN)
port connected to an analysis
device.




Build Your Own Activities and SBA

For instructors

only

* 4 Instructor video tutorials on how to build new attack scenarios for SBA
« Flexibility for instructor to build dynamic activities and practices for students
* Instructor Course Resources Page, under ‘Assessment Resources’ section
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CCNA Cyber Ops

Equipment Requirements

Curriculum requirements: 1 student Personal Computer (Desktop/Notebook) per student (recommended),
at most 2 students per PC

e OS: Windows 7, 8, or 10, MAC OSX

» Processor: 64-bit processor with Virtualization Support , see
to determine if computer has a 64-bit processor

Desktop PC * Memory: 8 gigabyte (GB) RAM (standard) or 4 GB (alternate option)

» Display Adapter: PCI, PCle (recommended), or AGP video card (DirectX 9 graphics device with WDDM driver)
» Disk: 45 GB hard drive. See table in the next slide for details.

* Network: 1 Ethernet Card or 1 Wireless Ethernet Card

The most recent version of Microsoft Internet Explorer, Google Chrome, or Mozilla Firefox with the most recent
versions of Java and Flash Player installed.

Oracle VirtualBox The latest version.

Windows Experience Index (WEI) 6.5 (recommended)

Web Browser

Packet Tracer Minimum version 7.0


https://www.computerhope.com/issues/ch001121.htm
http://www.oracle.com/technetwork/server-storage/virtualbox/downloads/index.html

Programming Courses

N0




CLP: Advanced Programming in C

- Curriculum developed by Open EDG (C++ Institute)

- Course free of charge to students, instructors and academies
Instructor-led online curriculum

- Aligns with C Certified Professional Programmer (CLP) certification

- Targeted to entry-level to mid IT professionals

- Pre-requisites: CLA course or equivalent C knowledge required

afean
CISCO
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C Pathway

CLA CLP

Programming Advanced
Essentials in C Programming in C

AVAILABLE NOW

cisco © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



CLP: Advanced Programming in C

Course Design

Achievement)

Easy-to-navigate graphical user interface

8 chapters, with quiz and exam per chapter
Welcome and exit surveys

35 practice labs with online tool

1 final practice and 1 final exam

Certificate of Completion (Statement of

«» 7 Network sockets - the absolute basics
<»73

7.3.1 Metwork socket: v‘ T 1 FEEEEAEESTGTY S g0 0

7.3.1 Network sockets - TCP-based client-
server

Now we're going to write a complete system consisting
of a server and a client (there may be more than one
working client, of course). The server won't be really
complex — it’ll just generate a random integer value upon
the client’s request.

We assume that the server accepts the following
commands sent by any of the clients:

* DRaW - the server draws a new number and sends it to
the client;

® quiT - the client doesn’t want any more random
numbers and wants the server to disconnect;

e =x1T — the client wants the server to shut down.

The server answers the client using three different
responses:
® ox nnnn — the client’s praw request has been accepted

and the server returns the drawn value (nnnn)
® oK - the client's £x1T or guIT commands have been

accepted;
® £RR - the client’s command has not been accepted and
has been ignored.
All commands and responses are ended with the \r\n
sequence.

The flow diagram for this “protocol” is here —

server

ICLPAdvanced Programming in'G eﬂ-
INSTITUTE

OK nnnn

QUIT

OK

close () - client

connect ()

EXIT

OK

close ()

© Copyrights C++ Institute

Certification Exam Voucher (51% discount)

cisco © 2018 Cisco and/or its affiliates. All rights reserved.
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CLP: Advanced Programming in C

Course Outline

Chapter 1 Evolution of C — from past to eternity

Chapter 2 Handling variable number of parameters (<stdarg.h>)

Chapter 3 Low level 10 (<unistd.h>)

Chapter 4 Memory and strings (<string.h> et al.)

Chapter 5 Processes and threads

Chapter 6 Floats and ints once again (<math.h>, <fenv.h>, <inttypes.h> et al.)
Chapter 7 Network sockets — absolute basics

Chapter 8 Miscellaneous

cisco © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



Instructor training regquirements

- No Instructor training or skill test is required to teach the
C++ Institute courses.

- Recommendations
- Academic institutions provide quality instructors and facilities
- Instructors study the course material

- Take the CPP — C++ Certified Professional Programmer certification prior
to teaching the class so that they become familiar with the exam structure
and know how to prepare their students for it.

cIsco © 2018 Cisco and/or its affiliates. All rights reserved. For Cisco Networking Academy Use Only.



