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Emerging Technologies Workshops

„Programmierung des Netzwerkes ohne Kenntnisse der Console, 
ein Traum für Nicht-Cisco-Admins?“
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Was sind diese „Emerging Technologies“?

Sind Technologien, die den Status quo verändern können, 

sind neu und

umfassen jedoch ältere Technologien, die immer noch umstritten 
sind und ein relativ geringes Potenzial aufweisen. 

frei nach Wikipedia
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API-Programming
(Application Program Interface)

• Cisco-Spark

• APIC-EM 

Python-Programmierung
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Womit beschäftigen sich diese neuen Kurse / 
Workshops im Akademieprogramm?
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Kurs- bzw. Workshopinhalte im Überblick?

• Network Programmability with Cisco APIC-EM

• Experimenting with REST APIs using Cisco Spark

Grundaufbau:  
• 2 Kapitel

• Python-Basics
• Technologie spezifisch

• Lab-Setup
• Python installed and verified
• Postman installed
• JSONView installed
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Kurs- bzw. Workshopinhalte im Überblick?

Was verbirgt sich hinter diesen Workshops?

REST, API-Programming mit Python und Postman

REST (Representational State Transfer )

API-Programming (Application Program Interface )

• Interface zur Anwendungsprogrammierung
• als ein Teil im Betriebssystem, einheitliches Benutzerinterface 

für Anwendungsprogramme
• offene Schnittstelle für Drittanbieter
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REST Was ist nun REST?

Representational State Transfer oder auch RESTful web services

• API- Typ, der es Programmen erlaubt einfacher Interaktionen über das 
Internet 

• REST API’s benutzen HTTP- Aufrufe zwischen den unterschiedlichen
Applikationen zum Zugriff auf bzw. zur Manipulation gespeicherter
Informationen in Datenbanken.

• Die REST- Architektur ist eine Client / Server –Architektur für ein
statless Kommunikationprotokoll.

• Clients und Server tauschen Ressourcen unter Verwendung einer 
standardisierten Schnittstelle / Protokoll
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REST Was ist nun REST?

• Benutzt das HTTP-Protokoll mit Methoden und Transport
• API- Endpunkte sind ein Server Prozess, der über eine URI angesprochen wird.
• Beschreibung als “machine-machine-interaction”
• REST-API ermöglicht Daten-Service zu anderen Herstellern über das Web
• Rückgabeformate in Text-format (XML, JavaScript object notation [JSON])
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REST Was ist nun REST?

Normaler HTTP- Aufruf
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REST Was ist nun REST?
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REST Was ist nun REST?

Normaler HTTP- Aufruf mit JSON-Rückgabe
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Struktur bzw. Anatomie für einen “REST Request”

Method

– GET (retrieve), POST (create), PUT (update), DELETE (remove)

URI

– Example: http://{APIC-EMController}/api/v1/host

Authentication 

– Basic HTTP, OAuth, none, Custom

Custom Headers

– HTTP Headers  

– Example: Content-Type: application/json

Request Body

– JSON or XML containing data needed to complete request

REST Was ist nun REST?



Hochschule Wismar - University Applied Sciences Technology, Business and Design

21.04.2018 uwe.starke@hs-wismar.de 12

REST Was ist nun REST?

Methodenbeispiele

GET - Rückgabe allgemeine Informationen wie IOS der Netzwerkgeräte

POST - Erstellen Authentikation- Tickets, QoS- Regeln, ACL

PUT - Update Update von Policy’s – QoS, ACL

Delete - Löschen Löschen von Objekten – QoS, ACL

Einige Methoden brauchen dazu separate Authentifizierung. 
Bestimmte spezifische Header müssen benutzt werden.
API-Dokumentation beinhaltet diese Spezifizierungen. Lesen! 
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https://www.programmableweb.com/apis/directory

REST Was ist nun REST?

https://www.programmableweb.com/apis/directory
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REST Was ist nun REST?
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Programmierung einer API

• Basic HTTP: username und password werden in einem String zum Server 
gesendet! 

• OAuth: “Open standard for HTTP authentication and session management” 
User Token mit entsprechenden Userrechten für den API-Aufruf und Session-
Kontrolle.

• Token: Ein Token wird gebildet und mit jedem API-Aufruf gesendet. Gilt nur
für die Interaktion, kein Managment und Usertracking.

Wichtig die Authentifikation!
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Demo –Aufruf mit REST- APIs!

Struktur des Aufrufes!

Programmierung einer API
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http://maps.googleapis.com/maps/api/geocode/json?address=Fulda

Demo – Aufruf zum Mitmachen!

http://maps.googleapis.com/maps/api/geocode/json?address=Fulda
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http://maps.googleapis.com/maps/api/geocode/json?address=Fulda

Demo – Aufruf zum Mitmachen!

http://maps.googleapis.com/maps/api/geocode/json?address=Fulda
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Was ist mit einer Authentifizierung?

Evtl. muß ein Token von “Google-Developer” benutzt werden!
(Google Account!)

Der Aufruf wird durch diesen Token erweitert!

Programmierung einer API
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Script zur weitern Datenverarbeitung in Python. 
Aus den JSON- Daten sind weitere Auswertungen möglich (eigene APP)!

Beispiel:

Programmierung einer API
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Script zur weitern Datenverarbeitung in Python. 
Aus den JSON- Daten sind weitere Auswertungen möglich (eigene APP)!

Programmierung einer API
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Swagger API Docs Postman Python

Availability Vendor dependent Yes Yes

Ease of use Easy Medium More difficult

Save API calls No Yes Yes

Reuse No Yes Yes

Automation No No Yes

Customization No No Yes

App Integration No No Yes

Warum Python und API‘s?
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• Network Programmability
• IoT
• Machine Learning
• Artificial Intelligence
• Big Data
• Robotics
• Cybersecurity
• Web Development

Warum Python und API‘s?
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Warum Python und API‘s?
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Communities of practice are groups of people 
who share a concern or a passion for 
something they do and learn how to do it 
better as they interact regularly.

Jean Lave & Etienne Wenger

Communities of Practice (CoPs)
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GitHub ist “open source software version control system”  started 
by Linus Torvalds, the creator of Linux.

CoPs for Programmers - GitHub

https://github.com/

Warum Python und API‘s?

https://github.com/
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Stack Overflow ist eine Bibliothek für “jede” Frage über Programmierung.

CoPs for Programmers - Stack Overflow

https://stackoverflow.com/

Warum Python und API‘s?

https://stackoverflow.com/
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Cisco DevNet support Entwickler und Programmierer für Cisco-
Anwendungen und Netzwerk-API’s!

CoPs for Programmers - Cisco DevNet

https://developer.cisco.com

Warum Python und API‘s?

https://developer.cisco.com/
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Postman und API-Programming

Ist ein komplettes REST API Entwicklungssystem!
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User Interface!

Reuse 
Calls

Request

Response

Postman und API-Programming
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HTTP request method drop-down 
box.
GET is the default.

Request Method

User Interface!

Postman und API-Programming
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Unterschiedliche Möglichkeiten.

Bearer Token

Oauth

Cisco Spark uses Bearer Token.

Authorization

User Interface!

Postman und API-Programming
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Headers: Content Type

Content-Type: application/json
Designates that the content be in JSON format (default)
Postman uses autocomplete for header values and keys.

User Interface!

Postman und API-Programming
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User Interface

Sending the URL Request

http://maps.googleapis.com/maps/api/geocode/json?address=Fulda

Postman und API-Programming

http://maps.googleapis.com/maps/api/geocode/json?address=güstrow
http://maps.googleapis.com/maps/api/geocode/json?address=Fulda
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User Interface

Postman und API-Programming
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User Interface

Postman und API-Programming
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Kurs- bzw. Workshopinhalte im Überblick?
Experimenting with REST APIs using Cisco Spark

Grundaufbau:  
• 2 Kapitel

• Python-Basics
• Technologie Spark spezifisch

• Lab-Setup
• Python installed and verified
• Postman installed
• JSONView installed

Registered at Cisco Spark for Developers: 
https://developer.ciscospark.com/
Cisco Spark client installed.

https://developer.ciscospark.com/
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Was ist Spark?

Eine cloud-basierendes “collaboration 
suite” :

• Meet
• Message
• Call
• Whiteboard
• Share

https://www.youtube.com/watch?v=OavRKkN8ir4

Experimenting with REST APIs using Cisco Spark

https://www.youtube.com/watch?v=OavRKkN8ir4
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• People join spaces to 
meet, message,

• and share with other 
people. 

• The first step is to create 
or join a space.

• Use the “+” sign to add a 
person or to create a 
space.

• Select your room and 
send your message.

Experimenting with REST APIs using Cisco Spark

Was ist Spark?
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Experimenting with REST APIs using Cisco Spark

Was ist Spark?
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developer.ciscospark.com/

Cisco Spark for Developers

Experimenting with REST APIs using Cisco Spark

https://developer.ciscospark.com/
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Cisco Spark for Developers

• Create an account
• Play with Spark 

www.ciscospark.com

In this demo and lab, you will be introduced to Cisco Spark and Cisco 
Spark for Developers. You will learn how to obtain your Cisco Spark 
Access Token which will be used in later labs.

Experimenting with REST APIs using Cisco Spark

http://www.ciscospark.com/
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API Reference

Experimenting with REST APIs using Cisco Spark



Hochschule Wismar - University Applied Sciences Technology, Business and Design

21.04.2018 uwe.starke@hs-wismar.de 45

This API lets you 
manage Spark spaces 
(rooms).
Each API endpoint 
has a REST method.

The Rooms API

methods

Experimenting with REST APIs using Cisco Spark
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• Memberships represent a person’s relationship to the 
room.

• This API lets you manage these memberships.

The Team Memberships API

Experimenting with REST APIs using Cisco Spark
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Messages are how we communicate in a room.

This API lets you list, delete, and create messages.

The Messages API

Experimenting with REST APIs using Cisco Spark
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Using Cisco Spark APIs requires an Access 
Token.
The Access Token:

• Is automatically available to you when 
logged in at the Cisco Spark Developer 
site.

• Expires in 2 years or is inactivated 
when you log out from Cisco Spark for 
Developers

The Access Token

Experimenting with REST APIs using Cisco Spark
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Status: “200/success”
List of rooms displayed 
in JSON format

The List Rooms API Response

Experimenting with REST APIs using Cisco Spark
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API-Programming /Cisco-Spark / APIC-EM with Python 

Status: “200 / success”
List of messages for the room 
“Lunch group” in JSON format.

List Messages Response
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Using Postman with the Cisco Spark API

Different Applications – Same Response

PostmanCisco Spark for Developers

Experimenting with REST APIs using Cisco Spark
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About Python

import requests
import json
import time

• Python's requests module provides an 
easy to use HTTP library to send and 
receive messages to web servers.
• Requests is an Apache2 licensed HTTP library 

• The Cisco Spark API uses JSON to encode 
messages. 

• To work with JSON encoded data, in 
Python import the json module.
• This library is used to work with JSON encoded 

data in Python.

• The time module includes timers and 
functions for convert time formats.

Experimenting with REST APIs using Cisco Spark
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def setHeaders():         
spark_header = {"Authorization" : accessToken, 
"Content-Type": "application/json"}
return spark_header

def getRooms(theHeader):    
uri = "https://api.ciscospark.com/v1/rooms"
resp = requests.get(uri, headers=theHeader)
return resp.json()

header = setHeaders()
value = getRooms(header)

Example Using Functions

Experimenting with REST APIs using Cisco Spark
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API-Programming /Cisco-Spark / APIC-EM with Python 

You are not expected to completely 
understand the Python code used in 
these programs.
Read the comments, edit existing 
code to meet your needs, and 
experiment.

Remember…
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Programming the APIC-EM REST API

• Hosts

• Devices

• Users

• + more

Easy to use:

• In mobile apps
• In console apps
• In web apps

How does this work?

Cisco APIC-EM REST APIs

„Programmierung des Netzwerkes ohne Kenntnisse der Console, 
ein Traum für Nicht-Cisco-Admins?“
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Kurs- bzw. Workshopinhalte im Überblick?

Network Programmability with Cisco APIC-EM
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Why network programmabilty“

https://youtu.be/tdcKMJe1UTc

https://youtu.be/tdcKMJe1UTc
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Programming the APIC-EM REST API

3rd Party 
App

Request

Response

3rd Party 
App

GET http://{APIC-EMController}/api/v1/host

List of Hosts returned in JSON

Request

Response
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SDN: Control Plane and Data Plane

Control Plane

Data Plane

ingress egress

Hardware Purpose Example Processes

Device CPU
makes decisions about where 
traffic is sent 

routing protocols, spanning tree, 
AAA, SNMP, CLI

Hardware Purpose Example Processes

Dedicated 
ASICs

forwards traffic to the selected 
destination

packet switching, L2 switching, 
MPLS, QOS, policies, ACLs
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Also called the forwarding plane, this plane is the switch fabric connecting the various
network ports on a device. The data plane of each device is used to forward traffic flows.

Regarded as the brains of a device. Used to make forwarding decisions. Information 
sent to the control plane is processed by the CPU.
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Traditional and SDN Architectures

Data Plane

Control 
Plane

Data Plane

Control 
Plane

Data Plane

Control 
Plane

Device 1 Device 2 Device 3

Data Plane Data Plane

Control Plane
(SDN Controller)

Data Plane

Device 1 Device 2 Device 3
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SDN Framework

SDN Controller

Northbound API

Southbound API

Physical Topology
(data plane)

Applications
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What is the APIC-EM?
Cisco Application Policy Infrastructure Controller Enterprise 

Module (Download for free)

• A Software-Defined Networking (SDN) controller for enterprise networks 

• A virtual, software-only, or physical appliance

• Creates an intelligent, open, programmable network with open APIs

• Can transform business-intent policies into dynamic network configuration

• Provides a single point for network-wide automation and control
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Kurs- bzw. Workshopinhalte im Überblick?

Network Programmability with Cisco APIC-EM

APIC-EM – Log in

Virtualized APIC-EM Controllers are available in several DevNet Sandboxes:

https://DevNetSBX-NetAcad-APICEM-1.cisco.com

https://DevNetSBX-NetAcad-APICEM-2.cisco.com

https://DevNetSBX-NetAcad-APICEM-3.cisco.com 

Always On, NetAcad instances for NetAcad users only

https://devnetsbx-netacad-apicem-1.cisco.com/
https://devnetsbx-netacad-apicem-1.cisco.com/
https://devnetsbx-netacad-apicem-1.cisco.com/
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NOTE: DevNet Scheduled Maintenance

On Thursday April 19 through Sunday April 22, the Cisco DevNet Sandbox 

will be unavailable due to scheduled maintenance. The maintenance only 

impacts the Network Programmability with Cisco APIC-EM workshop.

San Francisco: 19 April 1:30 a.m. - 22 April 1:30 a.m. (PDT, UTC-7)

New York: 19 April 4:30 a.m. - 22 April 4:30 a.m. (EDT, UTC-4)

London: 19 April 9:30 a.m. - 22 April 9:30 a.m. (BST, UTC +1)

Hong Kong 19 April 4:30 p.m. - 22 April 4:30 p.m. (HKT, UTC +8)

Sydney: 19 April 6:30 p.m. - 22 April 6:30 p.m. (AEDT, UTC +11)
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How can we use it?

User: devnetuser
P/W: Cisco123!

https://sandboxapicem.cisco.com/

https://sandboxapicem.cisco.com/
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EPIC-AM Homepage
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EPIC-AM Topology
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Programming the APIC-EM REST API

What about authentication? We get a service ticket via .....

API
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Programming the APIC-EM REST API
We get a service ticket via Python
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Programming the APIC-EM REST API

What's next, what can we do now?

we will create programs

• these programs will display information about the hosts 

and devices in the APIC-EM network

• to execute a path trace and show the results
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Host inventory results: 
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Trace results: 
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