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Was sind diese ,,Emerging Technologies“?

Sind Technologien, die den Status quo verandern kénnen,
sind neu und

umfassen jedoch altere Technologien, die immer noch umstritten
sind und ein relativ geringes Potenzial aufweisen.

frei nach Wikipedia
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Womit beschaftigen sich diese neuen Kurse /
Workshops im Akademieprogramm?

alialie
cisca

asco. Networking Academy | DEVNET

APl-Programming

(Application Program Interface)

Extend Cisco Spark

. Ci SC O'Sp al'l K with conversational chatbots

* APIC-EM

D APicEM

Python-Programmierung
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Kurs- bzw. Workshopinhalte im Uberblick?

* Network Programmability with Cisco APIC-EM

o Experimenting with REST APIs using Cisco Spark

Grundaufbau:

« 2 Kapitel
» Python-Basics
* Technologie spezifisch
* Lab-Setup
* Python installed and verified

 Postman installed
 JSONView installed
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Kurs- bzw. Workshopinhalte im Uberblick?

Was verbirgt sich hinter diesen Workshops?

REST, API-Programming mit Python und Postman

REST (Representational State Transfer)

API-Programming (Application Program Interface)

Interface zur Anwendungsprogrammierung
» als ein Teil im Betriebssystem, einheitliches Benutzerinterface
flir Anwendungsprogramme
» offene Schnittstelle fiir Drittanbieter
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REST Was ist nun REST?
Representational State Transfer oder auch RESTful web services

* API-Typ, der es Programmen erlaubt einfacher Interaktionen tiber das

Internet
 REST API’s benutzen HTTP- Aufrufe zwischen den unterschiedlichen

Applikationen zum Zugriff auf bzw. zur Manipulation gespeicherter
Informationen in Datenbanken.

 Die REST- Architektur ist eine Client / Server —Architektur fiir ein
statless Kommunikationprotokoll.

* Clients und Server tauschen Ressourcen unter Verwendung einer
standardisierten Schnittstelle / Protokoll

21.04.2018 uwe.starke@hs-wismar.de 6



{ Hochschule Wismar - University Applied Sciences Technology, Business and Design abacus

welten verbinden

REST Was ist nun REST?

* Benutzt das HTTP-Protokoll mit Methoden und Transport
* API- Endpunkte sind ein Server Prozess, der iiber eine URI angesprochen wird.
* Beschreibung als “machine-machine-interaction”

* REST-API ermdglicht Daten-Service zu anderen Herstellern iiber das Web
* Riickgabeformate in Text-format (XML, JavaScript object notation [JSON])

Method

G https://api.ciscospark.com/vl/people
01 https://api.ciscospark.com/vl/people

https://api.ciscospark.com/vl/people/{personId}

BEBE B

https://api.ciscospark.com/v]l/people/{personId}

)
m
AL
=
m

https://api.ciscospark.com/vl/people/{personId}

https://api.ciscospark.com/vl/people/me

B
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REST Was ist nun REST?

Normaler HTTP- Aufruf

Request
GET /index.htm HTTP/1.1

Send my the Cisco.com home page

—

—
. Here's the home page.
Client Response Web Server
HTTP 200 OK <htmi>
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REST Was ist nun REST?

von ob“e\c‘.en

ressierun®

Ad

Web Server

client
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REST Was ist nun REST?

Normaler HTTP- Aufruf mit JSON-Riickgabe

Request
GET /json?address=san jose

Send me San Jose address info

—

_—
"' Here's the address info in JSON.

Client Response API| Endpoint
HTTP 200 OKjson data}

21.04.2018 uwe.starke@hs-wismar.de 10
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REST Was ist nun REST?
Struktur bzw. Anatomie fiir einen “REST Request”

Method
— GET (retrieve), POST (create), PUT (update), DELETE (remove)

URI
— Example: http://{APIC-EMController}/api/v1/host

Authentication
— Basic HTTP, OAuth, none, Custom

Custom Headers
— HTTP Headers
— Example: Content-Type: application/json

Request Body
—JSON or XML containing data needed to complete request

21.04.2018 uwe.starke@hs-wismar.de 11
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REST Was ist nun REST?

Methodenbeispiele

GET - Riickgabe allgemeine Informationen wie 10S der Netzwerkgerate

POST - Erstellen Authentikation- Tickets, QoS- Regeln, ACL

PUT - Update Update von Policy’s — QoS, ACL

N

Delete - Loschen Léschen von Objekten — QoS, ACL

Einige Methoden brauchen dazu separate Authentifizierung.
Bestimmte spezifische Header miissen benutzt werden.
API-Dokumentation beinhaltet diese Spezifizierungen. Lesen!
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welten verbinden

REST Was ist nun REST?

ofwo

& ProgrammablewWeb API DIRECTORY API NEWS

https://www.programmableweb.com/apis/directory EE:"

LEARN ABOUT APIS WHAT IS AN API ? TUTORIALS API CHARTS & RESEARCH

Instantly Create REST APls ~ Connect vour patabase

+ Define Security

from Your [latahase_ + Publish API

Search the Largest API Directory on the
Weh

Search Over 19,415 APIs

By Category v Include Deprecated APIs
APl Name Description Category Submitted
Yahoo BOSS Per provider, this APl will be shutting down on March Search 07.10.2008
31,2016

BOSS (Build your Own Search Service) is Yahoo!'s open
search web services platform. The goal of BOSS is...

Yelp Fusion The Yelp Fusion APIs are RESTful APIs and users can Recommendations 08.03.2007
retrieve business review and rating, information for a
particular geographic region or location.display review
information for a particular...

Shopping.com [This API has been acquired by eBay and now exists as eCommerce 01.30.2006
eBay Commerce Network. This profile is being...

21.04.2018 uwe.starke@hs-wismar.de
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APl Nam:

Google Maps
Twitter

YouTube
Flickr

Facebook
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welten verbinden

REST Was ist nun REST?

& ProgrammableWeb APIDIRECTORY - APl NEWS

LEARN ABOUT APIS WHAT IS AN API ? TUTORIALS API CHARTS & RESEARCH
SPECS
API Endpoint https://api.ciscospark.com/v1/

Home » APIs » Cisco Spark

Cisco Spark API

Syncing Messaging Teleconfer
The Cisco Spark APl integrates synced
through video calls, messaging, and whi
architecture with JSON format and OAut
virtual room, invite people, search comg

notifications from previous conversatior

APl Portal / Home Page
Primary Category
Secondary Categories

API1 Provider

S5L Support

APl Forum / Message Boards
Twitter URL

Authentication Model
Version

Terms Of Service URL

Is the API Design/Description
Non-Proprietary ?

https://developer.ciscospark.com/getting-started.html
Syncing

Messaging. Teleconferencing, Video

Cisco

Yes

https://developer.ciscospark.com/support.html
https://twitter.com/ciscosparkdev

QAuth 1

1

https://developer.ciscospark.com/tas.html

Yes

Type Web/Internet
& TRACK API )
Scope Single purpose API
Device Specific No
- “ Docs Home Page URL https://developer.ciscospark.com/getting-started.html
Architectural Style REST
Supported Request Formats JSON
21.04.2018 uwe.starke@hs-wismar.de 14
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Programmierung einer API
Wichtig die Authentifikation!

« Basic HTTP: username und password werden in einem String zum Server
gesendet!

”

* OAuth: “Open standard for HTTP authentication and session management
User Token mit entsprechenden Userrechten fiir den API-Aufruf und Session-
Kontrolle.

» Token: Ein Token wird gebildet und mit jedem API-Aufruf gesendet. Gilt nur
flir die Interaktion, kein Managment und Usertracking.

21.04.2018 uwe.starke@hs-wismar.de 15
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Programmierung einer API
Demo —Aufruf mit REST- APIs!

Struktur des Aufrufes!

http://maps.googleapis.com/maps/api/geocode/json?address=sanjose

!

21.04.2018 uwe.starke@hs-wismar.de 16
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welten verbinden

Demo - Aufruf zum Mitmachen!

http://maps.googleapis.com/maps/api/geocode/json?address=Fulda

21.04.2018 uwe.starke@hs-wismar.de 17
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Hochschule Wismar - University Applied Sciences Technology, Business and Design

Demo - Aufruf zum Mitmachen!

abacus

welten verbinden

http://maps.googleapis.com/maps/api/geocode/json?address=Fulda

JSON  Rohdaten  Kopfzeilen

Speichern Kopieren

¥ results:

ve:

¥ address_components:

ve:

long_name:

short_name:

¥ types:

o: "locality"

1:
v1:

long_name:

short_name:

¥ types:
9:
1:

long_name:

short_name:

¥ types:
9:
1:

long_name:

short_name:

21.04.2018

"Fulda"
"Fulda"

"political™

"Fulda"
wEp™

"administrative_area_level_3"

"political™

"Kassel"”
g

"administrative_area_level_ 2"

"political™

"Hessen"
"HE"

JSON  Rohdaten  Kopfzeilen

Speichern Kopieren

v 4:

long_name:

short_name:

¥ types:
Q:
1:

formatted_address:

v geometry:
¥ bounds:
¥ northeast:
lat:
1ng:
¥ southwest:
lat:
1ng:
+ location:
lat:
lng:

uwe.starke@hs-wismar.de

"Deutschland”
"DE"

"country"
"political”
"Fulda, Deutschland"

50.6293786
S.7331ee7

50.49947239999999
9.5659712

50.5558095
S.6808449

18
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Programmierung einer API

Was ist mit einer Authentifizierung?

Evtl. muf3 ein Token von “Google-Developer” benutzt werden!
(Google Account!)

Der Aufruf wird durch diesen Token erweitert!

http://maps.googleapis.com/maps/api/geocode/json?address=sanjose

L -, -

" e i
API| Server Resources Parameters
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welten verbinden

Programmierung einer API

Script zur weitern Datenverarbeitung in Python.
Aus den JSON- Daten sind weitere Auswertungen moglich (eigene APP)!

Beispiel:

1# -*- coding: utf-8 -*-
5 mun

3 Created on Tue Apr 17 11:57:22 2018
4

5 @author: Uwe

g

5
g import urllib.parse

9 import requests

18 url = "http://maps.googleapis.com/maps/api/geocode/json?address=Fulda’
11 json_data = requests.get(url).json()

12 print (json_data)

13 county = json_data[ 'results'][@][ "address components®][3][ long name’]
ldrrint("\nBundesland:",cuunty)

15
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welten verbinden

Programmierung einer API

Script zur weitern Datenverarbeitung in Python.
Aus den JSON- Daten sind weitere Auswertungen mogllch (eigene APP)'

Scrlptsfphyton Programme )

{'results’: [{'address components': [{'long name': 'Fulda’,
'shcrt_name': "Fulda', "types': ['locality', 'political']},
{"long name': 'Fulda', ‘'short name': 'FD', 'types':

[ "administrative area level 3', 'political']}, {'long name':
'Kassel', 'short name': 'KS', 'types':

[ "administrative area level 2', 'political’']}, {'long name’:

'"Hesse', 'short name': 'HE', 'types':
[ "administrative area level 1', 'political’']}, {'long name’:
"Germany’, 'short name': 'DE', 'types': ['country’,

'political’]}], 'formatted address’': 'Fulda, Germany’,
‘geometry’': {'bounds’': {'northeast’': {"lat': 50.6293786, 'lng':
9.7331007}, 'southwest': {'lat’: 50.49947239999999, 'lng’:
9.5659712}}, 'location': {'lat': 5@0.5558095, 'lng': 9.6808449},
"location type': 'APPROXIMATE', 'viewport': {'northeast’: {'lat’:
50.6293786, 'Ing': 9.73310087}, 'southwest': {'lat':
50.49947239999999, 'lng': 9.5659712}}}, 'place id':
'ChIJLbn56Uk@®o@cRMKuwkVBDIgQ", 'types': ['locality',
'political’]}], ’'status’: "OK'}

l?undesland: Hessel
21.04.201 uwe.starke@hs-wismar.de 21
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Warum Python und API‘s?

- L “

Availability Vendor dependent  Yes

Ease of use Easy Medium More difficult
Save API calls No Yes Yes

Reuse No Yes Yes
Automation No No Yes
Customization No No Yes

App Integration No No Yes

21.04.2018 uwe.starke@hs-wismar.de 22
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Warum Python und API‘s?

21.04.2018

* Network Programmability
* loT

 Machine Learning

» Artificial Intelligence
 BigData

* Robotics

* Cybersecurity

 Web Development

uwe.starke@hs-wismar.de
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welten verbinden

Warum Python und API‘s?

Growth of major programming languages
Based on Stack Overflow question views in World Bank high-income countries

) - Favxigggript
™ java

9%

e ¥

6%

.. php

Teee o4+
%

% of overall question views each month

0%

012 2014 2016 2014
Time
https:ifstackoverflow blog/2017/09/06/incredible-growth-python/?utm_source=so-owned&utm_medium=blog&utm_campaign=gen-blog&utm_content=blog-link&utm_term=growth-r

cISCO © 2018 Cisco andfor its affiliates. All rights reserved. For Cisco Networking Academy Use Only.
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Communities of Practice (CoPs)

Communities of practice are groups of people
who share a concern or a passion for
something they do and learn how to do it
better as they interact regularly.

Jean Lave & Etienne Wenger

21.04.2018 uwe.starke@hs-wismar.de 25
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Warum Python und API‘s?

CoPs for Programmers - GitHub

GitHub ist “open source software version control system” started
by Linus Torvalds, the creator of Linux.

L) CiscoDevNet / devnet-express-code-samples

© Watch~ 29 W Star | 21 YFork T4

€ Code lssues 5 Pull requests 4 Projects 0 Wiki

Inzights
This repository halds code samples for DevMet Express DNA Track
{p 156 commits ¥ 9 branches © 1 release A2 13 contributors
L S—
Branch: master ~ New pull request

Create new file  Upload files  Find file Clone or download =

' denapomi1 Delete bot_merakipy -- Latest commit 819982 17 days ago

i LM-1201 fres per issue #40# 4 months ago

im LM-4201 mowving virl demo to top folder

7 months ago

https://github.com/
21.04.2018 uwe.starke@hs-wismar.de 26
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welten verbinden

Warum Python und API‘s?

CoPs for Programmers - Stack Overflow

Stack Overflow ist eine Bibliothek fiir “jede” Frage iiber Programmierung.

§ Questions  Developer Jobs  Tags  Users Search . 1 Ca. Qv Q9 =
Top Questions interesting Y roatured not week month Ask Question
0 0 6 Jquery Datatables retrieving Object or Data from Ajax call. data() retuming Hello World!
voles answers VIews undefined
ee Nt 2 it This Is a collaboratively edited question
0G0ed SOCS a( P, o
S e v peee o DRI and answer site for professional and
enthusiast programmers. It's 100% free.
0 0 2 Chose between javascnpt files for canvas randomly Got a question about the site iself? meta
voles  answers vews skod 10 toce ¢ IS the place to talk about things like what
neom asked 10 secs ago a_xel 1
ERRARY e |18 questions are appropriate. what tags we
should use, etc.
ValueError when trying to set up a network with BasicLSTMCell and
0 0 5 about» help» mela»
voles  answers  views  dynamic_rnn in TensorFlow
python  fensorBow  deep-leaming  kstm modfied 18 secs ago refi3x 6
. FEATURED ON META
0 1 45 How to find the value of an array attribute in javascript
voles answer views javascipt | arrays. json modied 30 secs 2o Robble Miekzak 486 & What's Happening With Channels?
& What can we put in a question
Conteien polmetinn ne BAL D s rlelonmen 1o sopine DA e tl MA adomabhian len‘p‘-ate 0 m'p peoPle aSk be"ef
https://stackoverflow.com/
21.04.2018 uwe.starke@hs-wismar.de

27


https://stackoverflow.com/

f Hochschule Wismar - University Applied Sciences Technology, Business and Design abacus

Warum Python und API‘s?

CoPs for Programmers - Cisco DevNet

Cisco DevNet support Entwickler und Programmierer fiir Cisco-
Anwendungen und Netzwerk-API’s!

sce DEYNET

Technologies > Networking Learn Community Support

Networking Dev Center

Leamn how you can integrate with the network through full system management solutions in the cloud, utilize
automation platforms and controllers, or directly interact with devices with APis and Interfaces. Select a use case
below to get started!

Getting started I’'m looking for information about...

)
“/; Learn to Program
Networks

% Automate with Python Ea Host Applications on Devices

“« o
Explore Cisco DNA e | Device Level APIs o[ ) . Network Controliers

¢

il |

N N
(/) Check out the demos @ Day 0 Provisioning sfjes Network User Visibility
|

21.04.2018 uwe.starke@hs-wismar.de https://developer.cisco.com 28
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Postman und API-Programming

Ist ein komplettes REST API Entwicklungssystem!

Products + Solutions v Pricing Docs Community About v Sign in

% POSTMAN

Developing APIs is hard
Postman makes it easy

Download the free Postman App:

o Macos R Windows - 4 Linux v

Already an expert at Postman?
. . _ . . . ) Start free trial
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Postman und API-Programming

ser Interface!

21.04.2018

Runner My Workspace v Sign In
No Environment T
. . ® | nupumapsgoogieap @
History ns
Authorization s P S Cookies Code
v Today Cockies Cod
6T hup:/imaps googleapis.com/mapsiap -
/geocode/jsonZaddress=gustrow
Inherit auth from parent
This request s not inheriting any authorization helper at the moment. Save it in a collection to use the parent’s authorization helper.
The authorization header will be automatically generated when you
Re u se 5 e request, Learn more about authorization
C I I Body Siatus: 000K Time: 358ms  Sze: 8068
EI s | Pretty Ran JSON = R
= esponse
2+ t
beL  hapsifapi.ciscospark.com/vi/rooms 3-
a- "address_conponents™: [
hitps://api.ciscospark.com/v1/rooms 5- 1
5 "long_name”: "Giistrow
oSt hapsi/fapi.ciscospark.com/vi/rooms ! “Gustrow”,
oSt hupsi/fapi.ciscospark.com/vi/rooms - e
n
oSt hupsilapi.ciscospark.comAvi/rooms 5 , !
15+ 1
oSt hupsi/fapi.ciscospark.com/vi/rooms 1 “long name”: "Rostock”,
15 “Short_name”: "Rostock”,
6T hupsifapi.ciscospark.com/vi/raoms 16~ “types™: [
17 "administrative_area_level 3",
18 "political”
v March13 19 1
20 I
su/fsandboxapicem cisco.com/ap 21~
ficket = Long_nane"; “tecQenburg-Vorpomern”
et bepeeandbon - . 24~ “types™: [
o7 hupsi/sandboxapicemcisco.com/ap 25 saministrative area level 17,
ivifticket % "political”
27 1
oST httpsi/fsandboxapicem.cisco.com/ap 28 N
i Ficket 29+ 1
38 “long_name”: “Gernany",
N "short_name”: "DE",
v March12 32 “type
3 “country”,
osT  hupsi/fsandboxapicemcisco.com/ap 3 "political”
ifvifticket b !
37
htpsi//sandboxapicem.cisco.com/ap = “: Gustrow, Germany”,
i Fricket 39+
20
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Postman und API-Programming

User Interface!

abacus

welten verbinden

GET v

GET

nan

o Edit View Help

Import  Runner

My Workspace v Sign In

Filte No Environment v o B
. o ®  hup//mgpsgoogleap @ | +
History
G hetp://maps.geogleapis.c =3 i Qisgh?Raress=2 ) bw Params. m Save
POST Cearat
Authorization s Pre-requ Serip! Tests ookies Code
~ Today Fookies Cod
GET  hup://maps.googleapis.com/maps/ap Tvpe
PUT i/geocode/json?addre strow
Inherit auth from parent v
~ March21 This request is not inheriting any authorization helper at the moment. Save itin a collection to use the parent's authorization helper.
The authorization header will be automatically generated when you
e

PATCH

PTOOVMDMmUOYJAIMmQwMS0xM

hepsi/api.ciscospark.com/ frooms

send the request. Learn more about autherization

Body s M Stalus: 000K Time: 388ms  Sie: 8068
DELETE GET hupsifapi.iscospark.comiul messag
estroomid=Y212Y207cGFyazoul3VaL 1] : _
BTOOVMDEIMzgwWMIAMmQWMCOxM gy (= i BoN v oQ
%07 hexpsifapi.ciscospark.com/ul rooms e
20 resultst: [
COPY veL heapsilapi.ciscosperk comivi frooms 5
- *address_conponents": [
05T hexps:iapi.ciscospark com/vlfrooms 5o
6 “long_nsme: “Gistrou®,
= 1api.ciscospark.comi frooms 7 “short_name": "GUstrou’,
HEA 8- “types™: [
AD e B Totaliny:, -
sulapi.ciscospark.comlul Irooms . st
1
Japi.ciscospark.comlvl fraoms o L
5. ¢
OPTIONS sulapi.ciscospark.comlul Irooms 1 “Long name®: "Rostock®,
15
JER— 0), &
v
1 “political”
~ March13 19 1 L
20 I
LINK ot hepsisandboxapicem cisco.com/ap 2. ¢
i icker 2 “Long_nane": "Mecklenburg-Varpommern®,
b “short_name®: "MV", °
o5t hupsdisa - -
T hepsifsandooxapicem.cisco.com/ap 2 asninistrative_srea_level
it icket 2% “politicl”
UNLINK ] ;
05T htpsilsandboxapicem.cisco.com/ap 2 h
! Ficker: 2 B
3 “long_neme": “Germany”,
31 “short_name": "DE",
- March12 - “typeste L
3 ountry
hupsi//sandboxapicem.cisco.com/ap ;: ) "political”
i1 Ficket = N
hpsi/sandboxapicem.cisco.com o L
psi/sandboxapicem.cisco.com/ap 38 “formatted_address”: “Gistrow, Germany”,
i icket 39+ “geometry”
i “bounds"s

UNLOCK

PROPFIND

VIEW

£ 1.U4.2V 10

Ooba &3
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Postman und API-Programming

User Interface!

GET ~ Enter request URL Params m

Authorization Headers Pre-request Script esis

TYPE

No Auth R This request does not use any authorization. Learn more about authorizal

Authorization

No Auth
Bearer Token
Unterschiedliche Moaglichkeiten.|| sasicaum
Digest Auth
Bearer Token OAuth 1.0
OAuth 2.0

Hawk Authentication

Oauth Hit the Send button to get a response.

AWS Signature

NTLM Authentication [Beta]

Cisco Spark uses Bearer Token.

21.04.2018 uwe.starke@hs-wismar.de 33



f Hochschule Wismar - University Applied Sciences Technology, Business and Design abacus

Postman und API-Programming
User Interface!

Headers: Content Type

GET 1. Select Headers. Params m Save

Authorization Headers (1) Pre-request Script Tests Cookies Code
Bulk
Key Value Description Edit Presets v
Content-Type application/json

2. Enter Content-Type key. 3. Enter content-type value.

Content-Type: application/json
Designates that the content be in JSON format (default)
Postman uses autocomplete for header values and keys.
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Postman und API-Programming

User Interface

Sending the URL Request

GET https://api.ciscospark.com/v1i/rooms Params Save

Click Send to send the API call.

http://maps.googleapis.com/maps/api/geocode/json?address=Fulda
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Postman und API-Programming

User Interface

21.04.2018

tman

File Edit View Help

New ~ Import Runner

History

¥ Today

GET  http://maps.googleapis.com/maps/ap
ifgeocode/jsonfaddress=Fulda

¥ March 26

GET  httpsi//api.ciscospark.com/vi/messag
esroomld=Y2lzY29zcGFyazovl3VzL 1)
PTOOVMDIAMmUDYjAtMmQuMS0xM

GET  ht
ifgeocodel/jsonTaddress=giistrow

//maps.googleapis.com/maps/ap

GET  http://maps.googleapis.com/maps/ap
ifgeocodel/json?address=giistrow

GET  http://maps.googleapis.com/maps/ap
ifgeocodel/json?address=giistrow

GET  httpi//maps.googleapis.com/maps/ap

ilgeocodel/json?address=giistrow
GET  http://maps.googleapis.com/maps/ap
ifgeocodel/json?address=giistrow
¥ March 21

GET  hupsi//api.ciscospark.com/fvi/messag
esfroomld=Y2IzY29zcGFyazovl3VzL 1)
PTOOVMDIAMmUOYjAtMmQwMS0xM

POST  hups:/fapi.ciscospark.com/vi/rooms

GET  httpsi//api.ciscospark.com/fvi/messag
esroomld=Y2IzY29zcGFyazovl 3VzL 1]
PTOOVMDc3MzgwMjAtMmQuwMCOxM

O a &

My Workspace ~

[ ] L] http:/ima @ [ ]

GET v hup://maps.googleapis.corm/maps/api/geacode/json?address=Fulda...

Authorization @

TYPE

Token OTUwZ

Bearer Token e

The authorization header will be
automatically generated when you send
the request. Learn more about
authorization

Body = (11) 5
Pretty Ra Previe JSON -
18 “political”
19 1
20 I
21~ {
22 "long_name": "Kassel",
23 "short_name": "K5",
24 - "types": [
25 "administrative_area_level 2",
26 "political”
27 1
28 Is
29~ {
38 "long_name": "Hesse",
31 "short_name": "HE",
32~ "types": [
33 “administrative_ares_level 1",
34 "political”
35 1
36 Y.

No Environment

ookies (o

Status: 200 OK

abacus

welten verbinden

Time: 495 ms

'

Save
—

Jookies Code

S

zNmUT..

Size: 7T97B

oQ
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Postman und API-Programming

User Interface

Python http.client (Python 3)

HTTP En. ™ CODE SNIPPETS
C (LibCurl)
cURL :
thon http.client (Python 3 Copy wo Clipboard
C# (RestSharp) : :
1 dmport http.client
Go - . , .
3 conn = http.client.HTTPConnection("maps,googleapis, com™)
4
lava ' 5~ headers = {
| . dE "Authorization': "Bearer OTUwZGEzNDItMmV1ZC@@N]jk&LWFjMzYtMGESMIASNTOLZ JOzNmULINzImY jlktYmEL"
avaScript k ,
Fi "Cache-Control®: "no-cache™,
Nodel5 » 8 'Postman-Token®: "87c7f343-87a7-4730-80df-30acc477a36a"
9 H
Objective-C (NSURL) 18
11 conn.request{"GET", "maps,api,geocode, json", headers=headers)
O Caml (Cohtp) 12
13 res = conn.getresponse()
PHP p 14  data = res.read()
15
Python » 16 print(data.decode("utf-8"))

Ruby (MET::Http)
Shell r

Swift (NSURL)
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Kurs- bzw. Workshopinhalte im Uberblick?
Experimenting with REST APIs using Cisco Spark

Grundaufbau:
« 2 Kapitel

Python-Basics
Technologie Spark spezifisch

* Lab-Setup

Python installed and verified
Postman installed

 JSONView installed

21.04.2018

Registered at Cisco Spark for Developers:

https://developer.ciscospark.com/
Cisco Spark client installed.

uwe.starke@hs-wismar.de
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Experimenting with REST APIs using Cisco Spark

Was ist Spark?

Eine cloud-basierendes “collaboration /SCQ &
suite” : /Oa/’k
e Meet
 Message
« Call
 Whiteboard
 Share

https://www.youtube.com/watch?v=0avRKkNS8ir4
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Experimenting with REST APIs using Cisco Spark

Was ist Spark?

* People join spacesto
meet, message,

 and share with other
people.

» The first step is to create
orjoin a space.

 Usethe “+” signtoadd a
person or to create a
space.

» Selectyourroom and
send your message.

21.04.2018

w  Uwe Starke
WY v am 22.03.2018

Alle ~ e

>\

~

HS5-WISMAR
CCNA-CCENT 22.03.2018
Sie sind diesen Bereich beigetreten.

My Postman-Room  21.03.2018
Sie Hi all in the room!

API-TEAM
Allgemein 21.03.2018
Dadurch wird der Bereich .API-Team" _..

ETW-APIC-EM Athe... 07.03.2018
Dler Good news thanks Jozef Janitor !

Forschung und Leh... 2201.2018
Manuela Gerne kénnen wir Uber dies...

HS5-WISMAR

A||gemein 30.11.2017
Dadurch wird der Bereich .HS-Wisma...
IT-BILDUNGSNETZ EV.

A||gemein 21.11.2017
Christoph Seifert war nicht erreichbar.

™ .
|/~ Person kontaktisren

D Bereich erstellen

Bereich erstellen

Starten Sie eine Gruppenunterhaltung in diesem Bereich.
Bereich benennen

Q Personen nach Namen oder E-Mail hinzufiigen (optional)

@ O @ @

h\achficht an My Postman-Room schreiben

uwe.starke@hs-wismar.de 40



Hochschule Wismar - University Applied Sciences Technology, Business and Design

Experimenting with REST APIs using Cisco Spark
Was ist Spark?

21.04.2018

o Uwe Starke
WY acivam 22032018 v

® Alle ~ +

Personen >

Bereiche ~

HS-WISMAR
@) cona-ccent 22032018

Sie sind diesem Bereich beigetreten.

i

2 £3 o
2] My Postman-Room 21032018
Sie Hi all in the room!
API-TEAM
Allgemein 21.03.2018

Dadurch wird der Bereich .API-Team” ...

ETW-APIC-EM Athe... 07.03.2018

Dler Goed news thanks Jozef Janitor !

Forschung und Leh... 22012018
Manuela Gerne kénnen wir Uber dies...

HS-WISMAR

A||gemein 30.11.2017
Dadurch wird der Bereich .HS-Wisma...
IT-BILDUNGSMNETZ EM.

Allgemein 21.11.2017
Christoph Seifert war nicht erreichbar.

(G My Postman-Ro...

Dadurch wird der Bereich .My
Postrnan-Room” gestartet.
21.03.2018, 13:11

Sie 2103.2018, Nachrichten
1313

Hi all in the
room!

Personen

[ @ @

Machricht an My Postman-

Anrufen Whiteboard

Dateien

uwe.starke@hs-wismar.de
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Experimenting with REST APIs using Cisco Spark

Cisco Spark for Developers

'«':':'i-':!.-'.' Cisco Spark for Developers Docs Blog Support Events Loglin  Sign Up

Extend Cisco Spark
with conversational chatoots -

Enter your email address

developer.ciscospark.com/
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Experimenting with REST APIs using Cisco Spark

Cisco Spark for Developers — pE===

Extend Cisco Spark
with conversational chatbots

 C(Create an account
« Play with Spark

www.ciscospark.com

In this demo and lab, you will be introduced to Cisco Spark and Cisco
Spark for Developers. You will learn how to obtain your Cisco Spark
Access Token which will be used in later labs.

21.04.2018 uwe.starke@hs-wismar.de 43


http://www.ciscospark.com/

Hochschule Wismar - University Applied Sciences Technology, Business and Design abacus

welten verbinden

21.04.2018

API| Reference

cisco  Gisco Spark for Developers

API REFERENCE
People

Rooms
Memberships
Messages

Teams

Team Memberships
Webhooks
Organizations
Licenses

Roles

Events

API Errors

GUIDES
Getting Started

Quick Reference
Pagination
Message Attachments

Formatting Messages

Experimenting with REST APIs using Cisco Spark

Docs Blog Support Events My Apps

~  (Getting Started

Hey there! Thanks for checking out Cisco Spark for Developers. If you've used Cisco Spark you know how
easy it makes staying in sync with your team and customers.

In Cisco Spark, conversations take place in virtual meeting rooms. Some rooms live for a few hours while
others become permanent fixtures of your team's workflow with titles like Daily Standup Or Build Status.
Cisco Spark allows conversations to flow seamlessly between messages, video calls, and real-time
whiteboarding sessions. No other solution brings together so many facets of collaboration into a single unified
platform.

And it's that platform part that Cisco Spark for Developers is all about. We've taken a huge step towards
opening up the power behind the Cisco Spark app to anyone seeking 1o extend the Cisco Spark experience.

What's possible with Cisco Spark's APIs?

This initial release is focused primarily on room management and getting content in and out of Cisco Spark.
With this initial set of APIs you can already:

« Create a room and invite people

« Search for people in your company

« Post messages into a room

« Get room history or be notified in real-time when new messages are posted by others

But enough talk! Since you're logged in we can just show you. Click on the Run button bellow to see the APls
in action:
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Experimenting with REST APIs using Cisco Spark

The Rooms API

This API lets you
manage Spark spaces
(rooms).

Each APl endpoint
has a REST method.

21.04.2018

API REFERENCE
PEGple
List Rooms
Create a Room
Get Room Details
Update a Room
Delete a Room
Memberships
Messages
Teams
Team Memberships
Webhooks
Organizations
Licenses
Roles
Events

Metrics

~  Rooms

Rooms are virtual meeting places where people post messages and collaborate to get work done. This
APl is used to manage the rooms themselves. Rooms are created and deleted with this API. You can
also update a room to change its title, for example.

To create a team room, specify the a teamId in POST payload. Note that once a room is added to a
team, it cannot be moved. To learn more about managing teams, see the Teams API.

To manage people in a room see the Memberships API.

To post content see the Messages API.

hod
Method methods
E https://api.ciscospark.com/vl/rooms List Rooms
@ https://api.ciscospark.com/v1/rooms Create a Room
@ https://api.ciscospark.com/v1l/rooms/{roomId} Get Room Details
m https://api.ciscospark.com/vl/rooms/{roomId} Update a Room
T A 1] Pelete-a-Reop-
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Experimenting with REST APIs using Cisco Spark

The Team Memberships API

arrerereNce  ~ [eam Memberships

People
A Team Memberships represent a person’s relationship to a team. Use this API to list members of any team that you're in or create memberships to
00ms R B
invite someone to a team. Team memberships can also be updated to make someone a moderator or deleted to remove them from the team.
< Memberships D - _ o ) o
T Just like in the Spark app, you must be a member of the team in order to list its memberships or invite people.
essages
Teams

Method Description
Team Memberships

) ) https://api.ciscospark.com/vl/team/memberships List Team Memberships

List Team Memberships

Create a Tg-am https://api.ciscospark.com/vl/team/memberships Create a Team Membership

Membership

get Tleam Membership https://api.ciscospark.com/vl/team/memberships/{membershipld} Get Team Membership Details
etails

Update a T_eam https://api.ciscospark.com/vl/team/memberships/{membershipld} Update a Team Membership

Membership

quletg a -l:fam DISN90S  https://api.ciscospark.com/vl/team/memberships/{membershipld} Delete a Team Membership
embership

 Memberships represent a person’s relationship to the
room.
* This API lets you manage these memberships.
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API REFERENCE
People
Rooms
Memberships
Messages
List Messages
Create a Message
Get Message Details
Delete a Message
Teams
Team Memberships
Webhooks
Organizations

Licenses

Messages

Messages are how we communicate in a room. In Spark, each message is displayed on its own line
along with a timestamp and sender information. Use this APl to list, create, and delete messages.

Message can contain plain text, rich text, and a file attachment.

Just like in the Spark app, you must be a member of the room in order to target it with this API.

Method

https://api

https:/fapi

https://api

Boio

DEL! https://fapi

.ciscospark.

.ciscospark.

.ciscospark.

.ciscospark.

com/wl/messages

com/vl/messages

com/wl/messages/{messageId}

com/wl/messages/{messageId}

Description

List Messages
Create a Message
Get Message Details

Delete a Message

Messages are how we communicate in a room.

This APl lets you list, delete, and create messages.

21.04.2018
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Experimenting with REST APIs using Cisco Spark

The Access Token

Docs Blog Support Events My Apps 0

Using Cisco Spark APIs requires an Access

Token. Grace Hopper
The Access Token: ! el cow |
* |s automatically available to you when LogOut My Access Token
logged in at the Cisco Spark Developer
site.

» Expiresin 2 years oris inactivated
when you log out from Cisco Spark for
Developers

21.04.2018 uwe.starke@hs-wismar.de 48



Hochschule Wismar - University Applied Sciences Technology, Business and Design

Experimenting with REST APIs using Cisco Spark

The |_|St RoomS APl Response Response

{

"items™: [

"id™: "Y21zY29zcGFyazovl3VzL1IPT@8vZDRmYWE3ZWItNmIeNiezN2VmLWEZN

Status: “200/success” “titles “sparky”,

"type”: "direct”,

I_i St Of rooms d |S p laye d ;—Lgls:z::if\rlty ~2018-0326T12:16:37.3447",

"creatorId”: "Y21zY29zcGFyazovl3VzL1BFT1BMRSOkMzB1ZDEjOC1JOTILILT

i n J S O N fO rm at },“cr‘eated": "2818-83-26T12:16:18.66887"

"id™: "¥21z¥29zcGFyazov0L3VzL1JPT@8vMDIAMmUSYjATMmOWMSEx MWL ThowM
"title™: "My Postman-Room™,

"type”: "group”,

"islLocked™: »

"lastActivity™: "2818-83-26T11:42:28.6427",

"creatorId”: "Y21zY29zcGFyazovl3VzL1BFT1BMRSOkMzB1ZDEjOC1JOTILILT
"created”: "2018-83-21T12:11:39_.515Z"

}s
{

"id™: "Y21zY29zcGFyazovl3VzL1JPTO8vNWM2NGQ1NAtMmNmMIexMWUALWIkN
"title™: "API-Team",

"type”: "group”,

"islLocked™: .

"lastActivity™: "2818-83-21T18:26:47.8627",

"teamld”: “Y21z¥29zcGFyazovL3VzL1RFQUEvNWM2ZNGQIN jATMmNmMISdMmWUaL
"creatorId”: "Y21zY29zcGFyazovl3VzL1BFT1BMRSOkMzB1ZDEjOC1JOTILILT
"created”: "2018-83-21T108:26:47.8627"

}s
{

"id™: "Y21zY29zcGFyazovlL3VzL1IPT@8vNjUeY jMSNTELZWYANCOZYTF jLWFhM
"title "Sheyda Tomkins”™,

"type”: "direct”,

"islocked™: »

"lastActivity™: "2818-83-21Te9:88:39.8017",

"creatorId”: "Y21zY29zcGFyazovl3VzL1BFT1BMRSOkMzB1ZDEjOC1JOTILILT
"created”: "2018-83-21T69:80:39.0017"
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List Messages Response

Response

Status: “200 / success”
List of messages for the room _
(1 Lun Ch group” in JSON format : \"21 295EGF},-’EEDUL3‘u’zLi.]PTE!GVHDId-l"lmUE!\’jAtl’*‘mQuMSBxf-lMJd-LTk

- =
hghhohihh",
LIS LG yazovL 3VZL1BFT1BMRS9kMzB17DBJOC1 jOTI1L TRmN
"personEmail”: "uwe.starke@hs-wismar.de”,
“"html™: "hs8hhohihh",
“created”: "2018-83-26T11:42:28.6427"

: "¥21z¥29zcGFyazovL3VzLO1FUINBRBUVYWEYNGY INZATMzB1YSBxMWUALTE
“"roomId”: “Y21zY29zcGFyazovl3VzL1IPT@evMDIAMMUSY jATMmMOWMSEXMWUAL Tk

P
“"text™: "iiiiii”,

PErsONnLU : Trisvsgscaryazovl3VZLIBFT1BMRSSkMzB1ZDBjOC1jOTI1LTRmM
"personEmail”: "uwe.starke@hs-wismar.de”,
"created”: "2818-83-26T11:41:46.9837"

"id": "¥21zY¥29zcGFyazovL3VzLB1FUINBROUVNDIKNGNIMjATMMOQWMSBxMWUALTh
"roomId”: "Y21zY29zcGFyazovlL3VzL1IPT@8vMDIAMMUSY jATMMOQWMSExMWUALTk
"f'UUIIII}'IJ':'W - "EI'UUI.I",
"text™: "Hi all in the room!”

personLa : Y 17Ys97Cuaryazovi3VzL1BFT1BMRSSkMzBlZDBjOC1jOTI1LTRmM
"personEmail”: "uwe.starke@hs-wismar.de”,
“created”: "2018-83-21T12:13:27.426Z"

21.04.2018 u
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Experimenting with REST APIs using Cisco Spark

Using Postman with the Cisco Spark API

Different Applications — Same Response

Cisco Spark for Developers

Response 200 / success
{

"items"

.
'2017-11-09T19:09:06.1552",
212Y292cGFyazovL3VzL1BFT1BMRSBwODEwNj U4Ny 1mOTcwL TQ4NzZMt0ODA LOC1jMDI2N; diYjElMzg" ,
917-11-09T19:09: 06.1552"

"Y212Y29zcGFyazovL3VzL1IPTOAVN] hjNmVKZDAtYZzU4MSOXMWU3LTg3MzUtOTEANWQ3NTAZM]M5" ,
“Network Automation Team",

’
"2017-11-09T19:08:45.741Z",
212Y29zcGFyazovL3VzL1BFT1BMRS8wODEWNj U4Ny1mOTcwLTQ4NzMEODA 10C1jMDI2NjdiYjEIM2g",
917-11-09T719:08:45.7412"

"2017-11-09T18:33:21.4302",
"creatorId": "Y212Y29zcGFyazovL3VzL1BFT1BMRS8wODEWN]U4Ny1mOTcwLTQ4NZMtODd10C1jMDI2N]diYjEIMzg",
"created": "“2017-11-09T18:33:21.430Z"

21.04.2018

Postman

Body 12) Status: 200 0K Time: 700ms  Size: 2.89 KB
Pretty JSON
1=
2~ "items": [
3~ 1
4 "id": "Y2lzY29zcGFyazovl3VZLLIPTOOVYMZ 1ZWRAY JALY ZU4YSOxMAUIL Toz YWMEODKIM20z00kK4ZTd1",
5 ' "My new room",
6 "group"”,
7 "islLocked": false,
8 "lastActivity": "Z017-11-@9T20:15:37.4352",
3 "creatorld”: "YZlzYZ9zcGFyazovl3VzL1BFT1BMRSBWODEWN]U4NY ImOTcwLTQ4NzME0Dd10C1IMDIZNdiY]
ElMzg",
1@ "creoted": "2017-11-83T20:15:37.435Z2"
11 1,
12 - {
13 "id": "YZ21zY29zcGFyazovl3VzL1IPTEOWMjc@ZWIWMDALY zU4ANSOxMNUSLWEYZ JMEODMINDERMTY1ZTU4 ",
14 "title": "Technical Training Classes”,
15 "type": "group",
16 "islLocked": false,
17 “lastActivity": "2@17-11-@9719:35:33.8882"

uwe.starke@hs-wismar.de 51




f Hochschule Wismar - University Applied Sciences Technology, Business and Design

About Python e

Virtual
Environments

Python's requests module provides an
easy to use HTTP library to send and

receive messages to web servers.
Requests is an Apache?2 licensed HTTP library

The Cisco Spark APl uses JSON to encode
messages.

To work with JSON encoded data, in

Python import the json module.
This library is used to work with JSON encoded
data in Python.

The time module includes timers and
functions for convert time formats.

21.04.2018

Experimenting with REST APIs using Cisco Spark

abacus
import requests
import json
import time
52
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Experimenting with REST APIs using Cisco Spark

Example Using Functions

Virtual
Environments

def setHeaders():
spark_header = {"Authorization" : accessToken,
"Content-Type": "application/json"}
return spark_header

def getRooms(theHeader):
uri = "https://api.ciscospark.com/v1/rooms"
resp = requests.get(uri, headers=theHeader)
return resp.json()

header = setHeaders()
value = getRooms(header)

21.04.2018
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API-Programming /Cisco-Spark / APIC-EM with Python

Remember...

You are not expected to completely
understand the Python code used in
these programs.

Read the comments, edit existing
code to meet your needs, and
experiment.

21.04.2018

Python

A

Virtual
Environments

PIP

while True:

# Input the name of the room to be searched
roomNameToSearch = input("\nWhich room are you looking for? (Can use partial name of the room.) ")

# Defines a variable that will hold the roomld
roomIdToMessage = None

rooms = r.json()['items"]

for room in rooms:
# Searches for the room 'title' using the variable roomNameToSearch
ifCroom['title"].find(roomNameToSearch) != -1):

# Displays the rooms found using the variable roomNameToSearch (additional options incuded)
print ("\nFound rooms with the word " + roomNameToSearch)

print(room["title'])

# print ("Room name: '" + room['title'])

# print ("Room name: '" + room["title'] + "' ID: " + room['id'])

# Stores room id and room title into variables
roomldToMessage = room['id']
roomTitleToMessage = room['title']

break

uwe.starke@hs-wismar.de 54



f Hochschule Wismar - University Applied Sciences Technology, Business and Design

21.04.2018

Python

& pp

Virtual
Environments

9 Postman

- Spark

NETCONF/YANG
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Network Programmability T :
with Cisco APIC-EM a3 Programming the APIC-EM REST API

Easy to use:

* |n mobile apps - ,
—> « |nconsole apps B
* Inweb apps

Jeans

Cisco APIC-EM REST APIs
® 006 L3 | apic-em-examples — bash — 90x20
 Hosts

26.6.6.9
26.6.6.11

 Devices m6..10

14.4.4,12

14.4.4.17
[} UserS 14.4.4.11
14.4.4.10
12.2.2.11
12.2.2.10

° + more 12.2.2.12

Policies=

419abccf-c2c9-4421-a96a-f3de3981ceSf
100c8e40-fa50-4faf-a@99-c0bB436329c0

H pp——
.
OW d O e S t h I S WO r k ? 209460ba-7db2-4790-b1b3-8d13166c69e5
° fdbcccl1-cadl-4d5f-8bdc-636ecbb6f8b3

2c27beea-ddef-4b77-ada6-a378d392bbe3

»Programmierung des Netzwerkes ohne Kenntnisse der Console,

ein Traum fiir Nicht-Cisco-Admins?*
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Kurs- bzw. Workshopinhalte im Uberblick?
Network Programmability with Cisco APIC-EM

2.1.2: The APIC-EM

1.3.3:

Ei

Parsing JSON with Python

1.3.3.1: Demonstration - Google Map Geocoding AP| Application

1.3.3.2: Authenticating a RESTful Request

1.3.3.3: Activity - Get Your Google APl Key

1.3.3.4: Importing Modules

Ei

Ei

Ei

2.1.2.1: What is the Cisco APIC-EM?

2.1.2.2: APIC-EM DevNet Login

2.1.2.3: APIC-EM Home Page

2.1.2.4: Activity - APIC-EM Topology Page

.2: Programming the APIC-EM REST API

1.3.3.5: Create Variables for APl Request

1.3.3.6: Activity - Test the URL Request

1.3.3.7: Print the URL and Check the Status of the JSON Request

1.3.3.8: Activity - Test Status and URL Print Commands

1.3.3.9: Extract the Formatted Address Value
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2.2.1: REST APIs

Ei

2.2.1.1: REST API Review

2.2.1.2: REST API Operation

2.2.1.3: REST Request Elements

2.2.1.4: REST Response Elements

2.2.1.5: Authenticating with the APIC-EM



f Hochschule Wismar - University Applied Sciences Technology, Business and Design abacus

welten verbinden

‘dsco. Networking Academy | DEVNET

Why network programmabilty“
The Network...

Router

Switch

Server Server

vSwitch

v [

https://youtu.be/tdcKMJe1UTc
9 [9[d

21.04.2018 uwe.starke@hs-wismar.de 58



https://youtu.be/tdcKMJe1UTc

Request

3" Party

App

Response

GET http:/{APIC-EMController}/api/v1l/host

Request
List of Hosts returned in JSON

Response
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SDN: Control Plane and Data Plane
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Hardware Purpose Example Processes
: makes decisions about where routing protocols, spanning tree,
Device CPU ¢ raffic is sent AAA, SNMP, CLI

Regarded as the brains of a device. Used to make forwarding decisions. Information
sent to the control plane is processed by the CPU.

Control Plane

egress

o

ingress

oy

Data Plane

Also called the forwarding plane, this plane is the switch fabric connecting the various
network ports on a device. The data plane of each device is used to forward traffic flows.

Hardware Purpose Example Processes

Dedicated forwards traffic to the selected  packet switching, L2 switching,
ASICs destination MPLS, QOS, policies, ACLs
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Traditional and SDN Architectures

6 Control Plane

(SDN Controller)

Control Control Control C"’Opennow
Plane Plane Plane

Data Plane Data Plane Data Plane Data Plane Data Plane Data Plane

Device 1 Device 2 Device 3 Device 1 Device 2 Device 3
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SDN Framework

Application
Plane Cloud
Orchestration

Business SDN
Applications Applications

A
API
Y
Control
Plane Traffic

Engineering

Mobility

SDN Control Software

A
OpenFlow

Y

/N r,;-_;: ’
Router Other Network LAN Switch
Device

Network Devices

Packet Switch
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Applications

1

Northbound API

I

SDN Controller

I

Southbound API

1

Physical Topology
(data plane)

62



i CrcontieEn
What is the APIC-EM?

Cisco Application Policy Infrastructure Controller Enterprise
Module (Download for free)

A Software-Defined Networking (SDN) controller for enterprise networks

A virtual, software-only, or physical appliance

Creates an intelligent, open, programmable network with open APIs

Can transform business-intent policies into dynamic network configuration

Provides a single point for network-wide automation and control
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Not Compatible Compatible

ISR G1
(1800, 2800)

3560X, ISR G3
3560CX (4000)

2600, 2960X, ISR G2

2600XM

2960XR (1900, 2900)

2500,
1700

2960C,
2960S

Switches Routers Switches Routers
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Kurs- bzw. Workshopinhalte im Uberblick?
Network Programmability with Cisco APIC-EM

APIC-EM - Log in

Virtualized APIC-EM Controllers are available in several DevNet Sandboxes:
Always On, NetAcad instances for NetAcad users only

https://DevNetSBX-NetAcad-APICEM-1.cisco.com

https://DevNetSBX-NetAcad-APICEM-2.cisco.com

https://DevNetSBX-NetAcad-APICEM-3.cisco.com /
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NOTE: DevNet Scheduled Maintenance

On Thursday April 19 through Sunday April 22, the Cisco DevNet Sandbox
will be unavailable due to scheduled maintenance. The maintenance only
impacts the Network Programmability with Cisco APIC-EM workshop.

San Francisco: 19 April 1:30 a.m. - 22 April 1:30 a.m. (PDT, UTC-7)

New York: 19 April 4:30 a.m. - 22 April 4:30 a.m. (EDT, UTC-4)
London: 19 April 9:30 a.m. - 22 April 9:30 a.m. (BST, UTC +1)
Hong Kong 19 April 4:30 p.m. - 22 April 4:30 p.m. (HKT, UTC +8)
Sydney: 19 April 6:30 p.m. - 22 April 6:30 p.m. (AEDT, UTC +11)
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HOW can we use it? https://sandboxapicem.cisco.com/

APIC-EM

Cisco Application Policy Infrastructure Controller Enterprise Module

] P/W: Cisco123!
=
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Datei Bearbeiten Ansicht Chronik Lesezeichen Extras Hilfe

Home - APIC - Enterprise Mod X +

<« (& Q @ & https://sandboxapicem.cisco.com v ﬁ Q, Suchen L om @

% Home - Networking A... o GMX - E-Mail, FreeMai.. ¥ Startseite - Hochschul.. @ Elphenstein HTML Do... Groupware der Hochs.., Adobe Connect Centr.., @ vSphere Web Client 4» FRITZ!Box @ Englisch - Deutsch Wa... »

'E'I's"':l;' APIC - Enterprise Module [ Home AP | A 0 |

DASHBOARD

SYSTEM INFO

{.} Discovery

DEVICE INVENTORY DISCOVERY - UNREACHABLE DEVICES

g Device Inventory

E Host Inventory

x— Topology —
.:i . B Managed (1) 2 Devices
@Y PathTrace

In-Progress (12)
‘ Network Plug and Play 13 Devices

=k s
== EasyQo! B collection Failure (0)

BRANCH SITES

B To set up branch sites, use IWAN app!

PATH TRACE
NETWORK PLUG AND PLAY PROJECTS EASYQOS SCOPES

1 l Provisioned 23 Traces
F 5 l Pre-Provisioned 2 l Scopes with Devices
/4 6 0 || In-Progess E 9 7 || Scopes without

= Devices
0 | Failed
Success M Failed )

$ | wish this page would...
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EPIC-AM Topology

Datei Bearbeiten Ansicht Chronik Lesereichen Extras Hilfe

Topology - APIC - Enterprise [ X [

&« & o (@ @ https://sandboxapicem.cisco.com/topology wee v | Q suchen Lo @

% Home - MNetworking A..  eme GMX - E-Mail, FreeMai.., « Startseite - Hochschul.., @ Elphenstein HTML Do... Groupware der Hochs... Adobe Connect Centr.., »

2>
]

|
+
o]
A3
€
¢
m
(L}

Fa
Rad

= )

cloud node

&)

2 Routers 2 Routers Branch2-Router.yourdomain.com

We <o w

CAMPUS-Core1

K

Campus-WLC-5508 2 Switches and Hubs
AHEC-2960C1
APT0DE1.059f19¢ca CAMPUS-Access1 Branch-Access1
=
10.1.15.117 i10.1.12.20 10.2.1.22

‘ @ | wish this page would...
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et Programming the APIC-EM REST API

What about authentication? We get a service ticketvia .....

lalie ApiC - Enterprise Module [ Swagger

devnetuser 4

@ cisco
Available APIs Role Based Access Control
P .
W Eile APIC-EM Service AP| based on the Swagger™ 1.2 specification
Flow Analysi
= G::: i:a S Terms of service
= IP Geolocation Cisco DeviNet
= ”;'F'O"wgﬂ aaa : APIs to register and manage AAA Servers
:{. Identity-Manager
ﬁ”t“ﬁ)_ role : Role Description API
I_:i eWor ISCOVETY
Network Plug and Play - -
9 PKI Broker Service ticket : Ticket Management API Show/Hide @ List Operations = Expand Operations =~ Raw
9 . .. .
Policy Administration S50 fticket addTicket
s Role Based Access Control
7$ch:duler Iticket/attribute createTicketAttribute
] as
\1—0‘%& 20 Iticket/attributelidletimeout getidieTimeout
151 IIE!
Ilticket/attribute/sessiontimeout getSessionTimeout
Iticket/attribute/{attribute} deleteTicketAttribute
fticket/{ticket} deleteTicket
user : User Management API
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_ e programming the APIC-EM REST API

We get a service ticket via Python

f Hochschule Wismar - University Applied Sciences Technology, Business and Design abacus

2 import json
9 import requests
10
11 requests.packages.urllib3.disable warnings()
12
13 post _url = "https://sandboxapicem.cisco.com/api/vl/ticket’
14 headers = {'content-type’: 'application/json’}
15 body json =_{

16 sername': 'devnetuser',
17 ‘password’: 'Ciscol23!’
18 }

19 resp = requests.post(post url, json.dumps(body json), headers=headers,verify=False)
20 status = str(resp.status code)
21 print("Ticket request status:
22 response _json = resp.json()

253 serviceTicket = response json[ ‘response’|[ 'serviceTicket’]

24 print("The service ticket number is: " + serviceTicket)
25

+ status)

Ticket request status: 200
The service ticket number is: ST-12210-wN3tffh5MNL7ugdxxUjC-cas
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Programming the APIC-EM REST API

What's next, what can we do now?

we will create programs

» these programs will display information about the hosts
and devices in the APIC-EM network

 to execute a path trace and show the results

21.04.2018 uwe.starke@hs-wismar.de 73



welten verbinden

f Hochschule Wismar - University Applied Sciences Technology, Business and Design abacus

‘dsce. Networking Academy | DEVNET

Host inventory results:

Status of /host request: 200

1 wireless 10.1.15.117

2 wired 10.2.1.22 8 e .9
3 wired 10.1.12.20
Host MAC Address Host IP Address Host Type _ B
00:24:d7.43:59:d8 10.1.15.117 WIRELESS
Hef9dd:52:07: 78 10.2.1.22 WIRED , | E | |:|
ed:9a:81-7a:22:99 10.1.12.20 WIRED
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Trace results:

FLOW ANALYSIS ID: c7328bal-dca5-4520-bd6f-54debd@c52el
REQUEST STATUS: COMPLETED

Path trace:

Source:
Destination: 10.2.1.22
List of devices an path:

1 Branch-Routerl 10.2.2.1  UNKNOWN GigabitFEthernet®/2
2 Branch-Accessl 10.2.1.17 GigabitEthernetl/8/2 GigabitEthernetl/6/47
3 Unamed Host 10.2.1.22 UNKNOWN UNKNOWN
=== e == m—mm—== e e —— ::::::::::::::::::fi?: —
Trace Successful
2 = =
0.2.2.1 10.2.1.17 10.2.1.22 e e o
CDrﬂECTED Switched
—
Destination
Eranch-Routeri Brench-Aocessl
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