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CCNA R&S Enhancements

« CCNA R&S 5.03: Migration of 3 CCNA
courses to the latest GUI

Improve the user experiences and course navigation

Provide functionality: index, search and bookmarking

« CCNA R&S 5.1: Content Changes for the
ITN course plus new GUI

Revise and re-organize content, improve clarity and
instructional flow, including assessments

Reduce students’ cognitive load by simplifying the content (25-
30% reduction)

Simplify CCNA labs and PT activities (50 minutes to complete)
Integrate instructional videos

- Available Now (English version)




CCNA R&S
Instructor Resource Spotlight

* Instructor Planning Guides (IPGs)

Guidelines and best practices for teaching each chapter
of the CCNA R&S courses

» Teaching CCNA R&S Best Practices

Learn how CCNA R&S instructors around the world
customize and modify their curriculum delivery for
student success

« Additional Resources

Activity Maps: alignment of activities and learning
objectives

CCNA Routing and Switching Instructor Resources Spotlight

Please review these helphyd resources for CONA Routing and Switching instructors

Curriculum Resources

- Documnent outining the course objectives and goals
'reeuefmy asked quesbons on CONA RAS cumculum
. r‘rrv\ RAS courses are designed 1o allow you 10 tallor your mstructi
wvtrvrufchommste'bnm
r - NetAcad s recormmendations in teaching CCNA RES ITN course
- Methods and materials collected from CCNA RAS instructors around the

oact ] i NA A
um"vury:ng ther uvmmdehe«, for student success

- Guidelnes and Dest practices for teaching each chapler of the CCNA R

NA TTN Activity Map - Summary of the leaming obpectives and resources needed for every activity in the CC

Ansesament Resources

S5ment Tutonals on NetAcad assessments, including activating and manag
mn wwcksmvmr‘\.w or «c

1 FALQ - Angwers 10 frequently ssked queshons On Assessments

https://www.netacad.com/group/offerings/ccna-
rs-instructor-resource-spotlight




CCNA Security 2.0
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Move from CCENT Courses to CCNA Security 2.0

« Students can complete CCENT courses then enroll in CCNA Security

+ Students can also complete all CCNA R&S courses and then enroll in CCNA Security

CCENT CCNA R&S

CCNA

: Routing & :
Intru:ilzuctlnn Switch?ng Connecting Securlty
o Networks 20

Networks Essentials




New In Version 2.0

» Aligns with updated CCNA Security (IINS) - Aligns to latest version of Packet Tracer, PT 6.2
Certification Exams (210-260)

« Focus on router and switch CLI-based

« Cisco Configuration Professional content removed.
« Reduced ACL content which are covered in CCNA

configurations R&S ITN and RSE.
« Updated and expanded content : IPS (next-
generation IPS), Firewall (next-generation FW), ity LS SR . .

VPNs, End-point Security, Web Security Acceptable Practces fo Collecing Data

« New topics added to align with certification
changes:

- Introductory / No labs : ,
o Cisco ldentity Service Engine (ISE) 2 T ———
o 802.1x -

o BYOD and MDM ' |
o Network Topologies
o Cisco Cloud Web Security
o Network Security for a virtual environment
- ASA configuration using ASDM (Chapter 10)




CC NA Secu rlty 2 . O No Hardware Changes from v1.2

Equipment Requirements

+ Leverages CCNA Routing and Switching equipment bundle and topology
+ NDG NETLAB+ can be enabled for remote lab equipment operation.

+ The required Advanced IP Services feature set (ISR G2) and the Security (SEC) technology package license are available
for academies that are part of Networking Academy Maintenance

Minimum Requirements

Curriculum requirements:
1 Student PC per student

Lab bundle requirements :

3 Cisco routers, 2 with the SEC technology package 2 E02 :
3 two-port senial WAN interface cards ;f' e 3‘
3 Cisco switches 192.168.1.0/24

1 Cisco Adaptive Security Appliance (ASA)
Assorted Ethernet and Serial cables and hubs

Detailed equipment information is available in the Instructor Lab Manual and the 192.158.2.3 172.16.3.3
CCNA Secunity Equipment List located in the CCNA Security resources folder on
!.r

Cisco NE"ISPBCE_ Intermal

Host

192.168.1.3




Packet Tracer 6.2
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Cisco Packet Tracer 6.2 (Desktop) i

|_ Zoom [n | Original Size |

« New devices: Cisco 819 router, cell tower, CO
server, sniffer

« Improved physical view: You can add devices
directly into physical view

0 SMAE%NE.W Smrnz-l;:".;&é’
Improved server: Supports JavaScript s T %
and CSS, also supports import files via FTP

server inside PT

sMarTRHONE-FEI Tof=rl
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Central-Offica-Sarvar

» Improved |OS command support o ==
» Released in NetSpace: e Deice Ve
https://www.netacad.com/group/offerings/packet-tracer [ zeomin___ ]l ongnaiszs ]l Zeomout




Minimum version of Packet Tracer

- NetAcad strongly recommends using the latest available version of Packet Tracer and Java for all
course and assessment activities

- There is a minimum version that must be used per curriculum for activities and assessments to work
properly
https://www.netacad.com/documents/301287/922878/Minimum+PT+version.pdf/b43c645b-3879-46da-aff6-b814cddd1b73

IT Essentials 5.0 PT6.2
CCNA Routing and Switching PT6.2
CCNA Discovery and CCNA Exploration PT6.2
CCNA Security v 1.2 PT6.2
CCNA Security v 2.0 PT6.2
Introduction to the Internet of Everything v1.1 PT6.2
Introduction to the Intemet of Everything v1.2 PT8.2




PT User Profile

ﬁ ]
# Cisco Packet Tracer Instructor — - # User Profile
FieEdt(Opml\Iiew Tools Extensions Help L
Preferences ... Ctrl+R Bl

n User Profile ... Ctrl+Shift+U Additional Info:
LOGIC | ithmsetings  CirlsshiftsM
O)X View CommandLog  Cirl+Shift+V

[ ok ][ concel |

Students can set Name and Email for PT User Profile per PKA

Their completed PKAs can be then identified by instructor

Guest profile is used by default

Usage of Guest profile can be restricted by instructor in PKA settings




PKA No Guest Profile

Instrnuctions

] Assessment Tree | Connectivity Test | Scoring Mods| | Overall Feedbad: Settings .

Ansiver Mebwark Time Settings

Different timing settings can be applied to this activity. The "Time Elapsed” setting will keep 3

Ceripting -
@ Time Elapsed
Initial Metwark [ Countdown
Password g’ £ Nere
Feacback Settirgs
Test Activity Enzbling dynamic percentage feedback will assess the user network against the assessment tre

iMoo D iC Feediack
Check Activity € o Cynamic Feediac
) Show Score
Save @ Show Item Count Percentage -
e Uszer profile locking prevents the user from changing thelr user profile durlng anac "3 =
|¥ User Profile Locking # User Profile
Save As pkz |¥ Mo Guest Profile - —
Time {ms) to forward Answer Network: 0 Name: Guest [ # Packet Tracer sz |
Expart &5 CLC Epid: 1
Additional Trifo: 0' Guest is not a valid profile.

+ Guest profile restricted in this PKA

» Student is asked to change their profile -
name when open PKA =




PKA User Profile Locking

Instrictions

brsiser [Network

Ceripting
Initial MNetwark
Password g
Test Activity

Check Activity

SHveE

Save A5,

Save A5 pkz

Export &5 CC

] Assessment Tree | Conrectivity Test | Scoring Mode| | Overall Feedbad: settings .
Tirme Settings
Different timing settings can be apolied to this activity, The "Time Elapsed” setting will keep =
@ Time Elapsed
O Countdown

O Mone
Feadback Settings

Enzbling dynamic percentage feedback will assess the user network against the assessment tre
0 Mo Dynamic Feedback
T Show Soore

@ Show Item Count Percertans

D=zer profile locking prevents the user from changing thelr user profile during an activity,

[ User Praofile Locking

[¥ Mo Guest Profile

Ting (ms) to forward Answer Metwark: 0

+ User profile cannot be changed for completed task

+ Students are enforced to change their profile name

+ That prevents cheating by copying

i . LlserProil_ile =

Mame: Eigene

E-Mail: emorozov+student@disco.com

Additional Info:
I was requested to changs my PT user profie by my
instructor,
Lo J[ concel |
rq # User Profile =
Name: Arie
# Packet Tracer
This activity will reset if the user information is changed.
Change the user information and reset the activity?
[ Yes ] L No |
Sedf0




The password of PKA files in CCNA R&S is

¢.” password? -- Packet _gj-x-'

172.31.2.0/23
2001:db8:1:: /64

Please enter the password:
PT _ccna5 =

N -

172.31.4.0/30

M

SA —
PCA RA RC sC PCC

172.31.0.0/23 2001:db8:3::/64




Cisco Packet Tracer Mobile 2.0 (Android)

- What’s New:
- Packet T for Android tablets!
acket Tracer for Android tablets 1. New PT 6.2 engine
- 2 major release of Packet Tracer for Android 2. Guest login mode: Allowing Non-NetAcad user

trial access with limited functions
Display Tips of the Day when loading

+ Optimized for screens with a minimum size of 7 inches 3
. Supports multiple Android tablets with ARM CPUs running Android 4.2.x to g- Improved user interface
L

Android 5.0 SRRl

- Simulation engine is based on Packet Tracer 6.2 000 C
- Reference topologies included b L L L L L L L L L L L
- Tips of Day will be displayed when loading the application

« Users need to be authenticated by logging into the Cisco Networking % 58
Academy® Cisco NetSpace™ application before the Packet Tracer Mobile S
app is activated. Non-Netacad user can request trial access to the
application with limited functions.

- After the initial authentication, Internet connection is NOT required.

« Available Now in Google Play!

https://play.gooqgle.com/store/apps/details?id=com.netacad.PacketTracerM&hl=en




Cisco Packet Tracer Mobile 10S

First release of Packet Tracer for iOS phones and tablets
Supports iPhone and iPad running i0S 8

Supports both 32bit and 64bit devices

Simulation engine is based on Packet Tracer 6.2
Reference topologies included

Tips of Day will be displayed when loading the application

Users need to be authenticated by logging into the Cisco
Networking Academy® Cisco NetSpace ™ application before the
Packet Tracer Mobile app is activated. Non-Netacad user can
request trial access to the application with limited functions.

After the initial authentication, Internet connection is NOT
required.




Packet Tracer Know How 1: Packet Tracer 101

The first of the "Packet Tracer Know How Series" course

Designed for new users of Packet Tracer for self study and familiarization of Packet Tracer

3 chapters, 1 hands-on activity, 1 quiz and a survey

By taking this course, students will develop a basic understanding of Packet Tracer:
v' the navigation of user interfaces
v' the difference between logical view and physical view
v how to build a simple network topology
v how to complete a Packet Tracer Activity

Recommended length of study is 1 hour

Released in NetSpace for self-enrollment:
https://www.netacad.com/group/offerings/self-enroll-courses

5000+ enrollments in three months




Packet Tracer Know How Series

Packet Tracer 101 Learning Components

As the first of the Packet Tracer Know How series of » 3 chapters

community developed courses, Packet Tracer 101 is » Files and demos

designed for new users of Packet Tracer for self-study * 1 hands-on learning activity
and familiarization with the tool. 1 quiz

Topics covered:

» The navigation of main user interfaces

+ Difference between logical views and physical views
* How to build a simple network topology

+ How to complete a Packet Tracer activity Estimated Time to Complete: 1 hour

Prerequisites: None
Languages: English
Course Delivery: Self-Paced

Cisco | Networking Academy”
Mind Wide Open

Series Overview

The Packet Tracer Know How Series
introduces tips and best practices to help

b | : instructors and students use Cisco Packet
A w S ‘ Tracer as an effective and engaging learning
Warrcc: | [ : and assessment tool.

'

Cisco Packet Tracer

L

R SERRR_I S SE R ' 4% =g I RSN I LIRS e
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Packet Tracer Know How 1: Packet Tracer 101

Chapter 1: User Interface Navigation Acknowledgement

The video below will give you a bnel overview of the Cisco Packel Tracer user interfaces

The length of the wdeo s 11 munules

About Author
I 5 recommended that you launch the Packet Tracer applicabon and iry i out by following this wwdeo
You can sheeys pauserepity e video whenever needed The development of this course is a collaboralive effort between Cisco Networking Academy Instructors and Ci
You can downioad the Packet Tracer file used n this demo by cickng he 2 . ) : )
) The videos used in this course are recorded by Gregory Ballinger.
W G Pt T € - e cv— e 4 —— T g - o

CGreg Ballinger has been teaching Cisco Network Academy coursas since 2002, He i1s CCNJ
Instructor Trainer in 2012. He teaches student courses at Miami Dade College and instructqg
He holds a Master Degree in Computer Science and lives in Homestead, Florida with his wi

v Try it out! (Hands on activity)

B My First Packet Tracer Lab

~ Test your understanding of Packet Tracer (Quiz)

@ Test your Understanding of Packet Tracer 24 pts
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New NetAcad Pre Login Page

 Our top courses are highlighted on the
front page

« A new careers section

- The site is available in English, French
and Spanish

+ Improvements to the Academy Locator
- Redesigned with mobile in mind

- Login has moved




Unclutter the Instructor Course List

As an Instructor, | want to quickly access the courses | am teaching.

Before: After:

Active course list cluttered. | Active course list shows current courses only.
Instructors must manually conclude courses in canvas to All courses past end date will be automatically moved to the
remove from Active list. concluded list. Simply click “Show Concluded”.

Teach .

Access the Courses You Are Teaching

i~ B

Access the Courses You Are Teaching

Show Concluded

Active will end April 15, 2015

Concluded Courses
[T Essentials: PC Hardware and Softwar

------ Cisco Steff Sandbox ) : ) =
Ended May 15, 2014 (stii active) £ Ean

~~~~~~~~~ [T Essentials; PC Hardware and Software

IT Essentials: FC Hardware and Software

-
i

Ended May 15, 2014 (siill active) FEdit ‘

-
-
-

Ended Dec 15, 2013 (still active) £ Ea -1

IT Essentials. PC Hardware and Software e |
Ended Dec 15 2013 (stll aclive) £ Ean
IT Essentials: PC Hardware and Software

Active will end April 15, 2015 Q Edit

IT Fasentials” PC Hardware and Software = Manually Conciuded with end Apnil £ Edit

1
L Esseonais PO Hactuace 200 Sotars




Conditions générales d'utilisation des sites &t des services de Cisco Networking Academy

Improve New User Onboarding
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Select Country, Enter DOB, Accept Answer all required questions on 1 i

Francain

Terms (English) progressive screen (8 languages)
Change Password (English) Change Password (8 languages) o | R
Profile Page (English) CONFUSING Learn Tab ——
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Future Activation Enhancements

Challenge: System only supported single activations of chapter and final exams

Enhancement: Ability to support multiple activations of any exam. Activations cannot
overlap each other and should be separated by at least 1 minute.

CCNA101-111

[t s Driven by UserVoice

Introduction to Networks (Version 5.0) - ITN Chapter 2 Exam : Supporters

hssessment activations will
DE/06/2015 03:00 PM MST — 0BMIG/2015 05:00 PM MST appear in reverse order based VD’[E S 1 40
on availability.

08/05/2015 03:0T PM MST — 03/05/2015 05:07 PM MST

Introduction to Networks (Version 5.0) - ITN Chapter 1 Exam

DEAOG2015 03200 PM MST — 0BN06/2015 05:00 PM MST

08/05/2015 03:0T PM MST — 03/05/2015 05:07 PM MST

http://training.netacad.com/future activations/future activations.htm




Managing Incomplete Assessments

Challenge: Instructors requested to have the option on how to handle incomplete exam
attempts:

Enhancement: Added 2 columns to Activation Tool to enable instructors to have more
control of how to handle incomplete exams.

Student < Mo x - Completed o Incompietls o AP ove Re onable Subeng 1 Disragard Deoesctivate
Altempts Atteampts Attlampts Additona! INCom ple ta Incomplels Incomplaeie
Altlampts Attampt Alttampt Atteerm o

ubirey
Ham 1
Hob
Barne
Bnan )
Bam
one J
Thom S0ON
0 ' Le
Eadie C f
. Notice students with an incomplete or Disregard the incomplete
Friedrick 3 o o attempt will show the number of attempt._.
Gunber incomplete attempts here... )
ayl al
ey and the instructor will have the

option to Submit the incomplete
Maloy 0 attempt
Crews : “ee
Ian Volkow 3 o o .the exam will be submitted
to the server for grading..
.......

http://training.netacad.com/incompletes/incompletes.htm




Useful Assessment Features

Features ____|Descripion ________________|Tutotial

Assessment
Viewer

Activation Profile
Enhancements

PTMOs

Final Exam
Activation

Enable instructor to view the exam
questions

- Exam Duration
- Toggles for Student Feedback

Removal of PTMOs from all Final Exams

Extend Final Exam Activation from 8 hrs to
1 week

http://training.netacad.com/activation

tool/assess activation viewer/asse

sSs activation viewer.htm

http://training.netacad.com/activation

tool/assess tool profile/assess too

| profile.htm




Webinare fur Instruktoren/innen
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Global IPD Week: 28 Sept - 2 Oct, 2015

- )

"\ ‘Q“i .J.-l .

e &3 ( 1 g t ‘l . :
F “. -\] A N i
.‘ "5‘. ‘_“ L
a2 =4 “ : ,‘. P —=—= PR
% - W ! b .';:: ,;:_ [,:‘;.. . _-.-
e =T St

D | ";;E‘{ Technical Field Engagement Team

% AT A

Meet the Technical Field Engagement Team
Cisco Corporate Affairs

Click for Information on our September Global IPD Week BliSasalid=y

Certificate of Attendance information



Global IPD Week — Register Now!

1. Enroll to the course: https://1040239.netacad.com/enroll/CCYJ8M

2. On your Learn tab

3. Take a 1-question survey ClIN e

4. Register for the sessi Resources for
NEW Courses

2 Da) Translated
Lots of CCNA ept, 2015 Thur 01 2015 Summaries
Security

Summary Sessions
in Translated
Languages

Program Updates Technical Sessions Instructor Forums

Latest and
greatest
NetAcad news
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